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1. Introduction

1.1  Purpose

This is a noiproprietary Cryptographic Module Security Policy for Ri@GGEDCOM Ethernet Switc{iéardware
Models:M2100F, M2200F, M969RS900F, RS900GF, RS94BGE2100F, RSG2200F, and RSG2B8ivare
Version:4.2.1.Ff and RUGGEDCOM Serial Device Sdiidardware ModelRS416FFirmware Versiord.2.1.F
from Siemens Canada LigGiemeas). This Security Policy describes how RigGGEDCOM Ethernet Switched
RUGGEDCOM Serial Device Senawtthe security requirements of Eeral Information Processing Standards
(FIPS) Publication 140) which details the U.S. and Canadijasernment requirements for cryptographic modules.
More information about the FIPS 140standard and validation program is available on the National Institute of
Standards and Technology (NI&mJ the Communications Security Establishment (C8fjtograpmic Module
Validation Program (CMVP) websitehdtip://csrc.nist.gov/groups/STM/cmvp

This document also describes how to run the modinea secure FIPSpproved mode of operation. This policy
was prepared as part of the LevaIFIPS 14Q validation of the moduleTheRUGGEDCOM Ethernet Switcherd
RUGGEDCOM Serial Device Semareferred to in this document aBRUGGEDCOM RB®evicesor omoduled £

1.2 References

This document deals only with operations and capabilities oftleelules in the technical terms of a FIPS 120
cryptographic module security policy. More information is available on the mefidm the following sources:
1 TheSiemensvebsite (www.siemens.cpcontains information on the full line of products froBiemens
1 The CMVP websitehttp://csrc.nist.gov/groups/STM/cmvp/documents/140/140valtall.htm) contains
contact information for individuals to answer technical or sakdated questions for the module.

1.3  Document Organization

The Security Policy documeistorganized intdwo (2) primarysections Section2 provides an overview of the
validated moduls. This includes a general descriptiortiod Y 2 R dztafabiklesandtheir use of cryptography
as well as a presentation of the validation level achieved in each applicable futhetieasof the FIPS standard.
It also provides higHevel descriptions of how the modidaneet FIPS requirements in eafimctional are.
Section3 documentsthe guidance needed for the secure use of the modulecluding initial setup instructions
management methodsaandapplicable usagpolicies.
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2. RUGGEDCOM R®&Devices

2.1 RUGGEDCOM REBDeviceOverview

The RUGGEDCOM Etherngtwitchesand RUGGEDCOM Serial Device Seaverutility-grade fully-managed
Ethernetdevicesdesigned to operate reliably in electrically harsh and climatically demanding environriiaets.
device® NHzZZ23ISR KI NRgIF NB RSaA IRGGgedOprdiihg Sgsiem (ROS@siodRI.FSY 6 SF
provides improved system reliability and advanced cybersecurity and networking feaftinesnakes them

ideally suited for creating secure Ethernet networks for missiatical, reaitime control applications.

1 TheRUGGEDCOM RS#{Figurel) is afully-managedserial device serveeaturing a modular design
The RS416F can be equipped wifhto 16 serial ports, and up tostvitchedEthernet ports.

Figurel ¢ RUGGEDCOM RS#&&srial Device Server

1 TheRUGGEDCOM M21B(Figure2) andRUGGEDCOM M22B(Figure3) arefully-managed, modular,
MIL-STD hardenedEthernet switchesThe M210® can beequipped with up to 1%witched Ethernet
ports, while the M220B can beequipped with up to $GigabitEthernet ports

Figure2 ¢ RUGGEDCOM M21BgthernetSwitch

1 MIL-STx, Military Standard
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Figure3 ¢ RUGGEDCOM M22B&thernetSwitch

1 The RUGGEDCOM969F (Figured) is a 10port, fully-managedEthernet switch, providing dual fiber
optical Gigabit Ethernet ports ang to 8 Fast Ethernet copper poriis a MILSTD 901Bated packagelt

is IB6%/IP67-rated for protection against strong jets of water (IP66) and temporary immersion in water
(IP67).

Figure4 ¢ RUGGEDCOM M9B&thernetSwitch

1 TheRUGGEDCOM RS#%#hd RUGGEDCOM RS9®Both inFigureb) arefully-managed utilitygrade
Ethernet switchesThe RS90®Boffers 6 10/100BaseTX ports with an option for 3 additional fiber or copper
ports, whilethe RS9006 provides dual fiber optical Gigabit Ethernet ports and 8 Fast Ethernet copper
ports. Both switchegprovide a high level of immunity to electromagnetic interference and heavy electrical
surges typical of environments found on electric utility substatigriant floors or in curbside traffic
control cabinets. An operating temperature range@f°Cto +85°C (40°Fto +185°F), together with

Hazardous Locationertification (Class 1 Division 2), allows the RE%0®@ RS9006to be placed in
almost any locatio.

21P66¢ Ingress Protection Rating 66
31P67¢ Ingress Protection Rating 67
SiemenRUGGEDCOM Ethernet Switcaed RUGGEDCOM Serial Device Server
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Figure5 ¢ RUGGEDCOM RS&{@ft) and RS900BEthernetSwitches

1 TheRUGGEDCOM RS94{Eigureb) is afully-managed Ethernet switch, providisgr 8 ports of Gigabit
Ethernet. Six 10/100/1000BaseTX trigj@eed copper ports are standard. An additional two Gigabit fiber
or copper portscan be added. The RS949@ovides a way of connecting a cluster of field devices to a
Gigabit Ethernet backbone. The RS9Bp@vides two fiber optical Gigabit Ethernet ports for creating a
fiber optical backbone with high noise immunity and long hauheativity.
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Figure6 ¢ RUGGEDCORS9406 EthernetSwitch

1 TheRUGGEDCOM RSG2E@Bigure7) and RUGGEDCORSG220B (Figure8) are modular Ethernet
switches.The RSG216Teatures up to 3 Gigabit Ethernet ports and up to 16 Fast Ethernet ports, while
the RSG22Foffersup to 9 Gigabit Ethernet portSupport for font or rear mount connectorcoupled
with multiple fiber connector typesr{cludingSFP, GBIE LCE, andSC) without loss of port densitynakes
the RSG210Pand RSG22®highly versatile and suitable for any application.

4 SFR; Small ForrFactor Pluggable

5 GBIQ; Gigabit Interface Converter

6 LCgq Lucent Connector

7 SCc Subscriber Connector
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Figure7 ¢ RUGGEDCOM RSG2B&8hernetSwitch
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Figure8 ¢ RUGGEDCOM RSG2R&8hernetSwitch

1 TheRUGGEDCOM RSG2B8dgure9) is the first utility-grade, fieldupgradable, Layer Ethernetswitch
with hot-swappable dual redundant power supplies. The RSGZ#88 Y2 Rdzf  NJ F¢ SEAO AT A
non-blocking pors that can be configured as 10/100/1000TX coppetO0FX1000SX fiber. With its U
form factor and vertical Gigabit loading design, the RSG2g&8/ides users with the flexibility and field
maintenance simplicity needed to efficiently implement, mainfand evolve a broadband local area
network.

Device managemerttan beaccomplishedising the followinghree management interfaces:
1 Web Interfaceg An interactive wekbasedGraphical User Interface (GUI) over HP He&essibleemotely
over HTTPS via Ethernet ports and optical fiber ports
1 Console Interface An interactive mentbased GUI accessible directly via a direcRBSserial console
port or over SSH via Ethernet ports and optical fiber ports

8U ¢ Unit
9 HTTPS Hypertext Transfer Protocol Secure
SiemenRUGGEDCOM Ethernet Switched RUGGEDCOM Serial Device Server
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1 Console CH¢ Afull-featuredcommandbased interface accessible after accessing the @ensterface
and pressingcCTRL+S>

TheRUGGEDCOM RB%®evicearevalidated at the FIPS 140section levels shown ifiablel.

Tablel ¢ Security Leveper FIPS 14@ Section

Section Section Title Level
1 Cryptographic Module Specification 2
2 Cryptographic Module Ports and Interfaces 2
3 Roles, Services, and Authentication 2
4 Finite State Model 2
5 Physical Security 2
6 Operational Environment N/A
7 Cryptographic Key Management 2
8 EMI/EMG! 2
9 Selftests 2
10 Design Assurance 2
11 Mitigation of Other Attacks N/A

2.2

shown inFigurel0 below).

Module Specification

The RUGGEDCOM R®©SDevicesare hardware cryptographic modules with a multple-chip standalone
embodiment. The overall security level of the moduie2. The cryptographic modules consist of firmware and
hardware components enclosed in a secure, industrladigdened metal cas@.he hardware componentaclude
a main circuit board and power suppljesith some models being equipped with port interface boaresr all
devices, the cryptographic boundary is defined as the outer edge of the clifigsisated by the reedotted line

Power—ﬁ>

RUGGEDCOM Switch/Server
with ROS-F

Figurel0 ¢ RUGGEDCOM R®&®evice Cryptographic Boundary

10CLIc Command Line Interface

11 EMI/EMCc Electromagnetic Interference / Electromagnetic Compatibility

-—Data Input/Output—

Control Input:

Status Ouput—p

SiemenfRUGGEDCOM Ethernet Switcaed RUGGEDCOM Serial Device Server
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Eachmoduleis primarily composed of the following components:

Processor
SDRANF
Flash memory

LED®
Failsafe relay

=A =4 =4 =4 -8 =9

Ethernet switch chip

Table2 ¢ RUGGEDCOM R®&Peviceslardware Components

Model Processor SIRAM | Flash | EthernetSwitchChip ‘
RS416 |1xFreescal€oldFire MCF5272 32MB'S 8MB | 1x Marvell88E6095F
(66MH24 processor core)
M2100F | 1xFreescaleColdFire MCF5272] 16MB 4MB | 2x Marvell 88E6097F
(66MHzprocessor core)
M2200F | 1xFreescaleColdFire MCF5272] 16MB 4MB | 1x Marvell 88E6185
(66MHz processor core)
M969F | 1xFreescale€ColdFire MCF5272] 16MB 4MB | 1x Marvell 88E6095F
(66MHz processor core)
RS906 | 1xFreescaleColdFire MCF5272] 16MB 4MB | 1x Marvell 88E6095F
(66MHz processor core)
RS9006 | 1xFreescale€ColdFire MCF5272 16MB 4AMB | 1x Marvell 88E6095F
(66MHz processor core)
RS9406 | 1xFreescale€ColdFire MCF5272 16MB 4AMB | 1x Marvell 88E6185
(66MHz processor core)
RSG210B | 1x FreescaleColdFire MCF5272] 16MB AMB | 2x Marvell 88E6097F
(66MHz processor core)
RSG2200 | 1x FreescaleColdFire MCF5272 16MB | 4MB | 1x Marvell 88E6185
(66MHz processor core)
RSG248B | 1xFreescald?owerPC MPC830/ 256MB | 32MB | 1x Broadcom BCM5614
(400MHz processor core)

August 16, 2017

In additionto the primary components listed aboyte devices feature a modular desitpat makesthem highly
configurable. Each one is specially built according to customer specificaiecsuse of the modular desighe

devices havenumerous combinations of interfaces and networking capabilities. However, these customer

orderable components do not provide any additional cryptograptisited services or logidnstead, these

2 SDRAM, Synchronous Dynamic Random Access Memory

18 LEDx Light Emitting Diode
4 MHz¢ Megahertz
15MB ¢ Megabyte
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componentsprovide options for power and figble network connectivityEach available slot must be filled with

S OFNR 062NJ oflyl0o Ay 2NRSNJI (e sleckiofi and soyffiguiao® Y 2 R
of components has no impact on the FHetated behavior of the module¥alidation testingwasperformed on

the specific configuratio¢s) of each device as listed rable3 below.

b EAY

Table3 ¢ RUGGEDCOM R®&MeviceFested Configurations

Model ComponentConfiguration ' ComponentDescription
RS416F | A03, B03, C03, D03 4 x Fiber Serial Interface (ST Connector)
A04, B04, C04, D04 4 x RS232/RS422/RS4BIRIGB via DB9 1
A05, B05, C05, D05 4 x RS232/RS422/RS4BIRIGB via RJ45 1
EO1, FO1 2 x 10/100Tx RJ45
E14 1 x IRIG in,BNC, 1 x IR} out, BNC (Slot 5 only)
M2100F |A02, B02, C02, D02, G02, H02, J02, K( 2 x 10FL= Multimode, 850nm, ST
A03, B03, C03, D03, G03, HO03, J03, K( 2 x 100FXMultimode, 1310nm, ST
AO05, BO5, C05, D05, GO5, HO5, J05, K( 2 x 100FX Singlemode, 1310nm, ST, 20km
EO1 2 x 10/100/1000Tx, Micr®
M2200F |A01, BO1, C01, DO1 2 x 10/100/1000Tx, Micr®
A02, BO2, C02, D02 2 x 1000SXMultimode, 850nm, LC, 500m
A04, B04, C04, D04 2 x 1000LXSinglemode, 1310nm, LC connectors, 25km
A05, B05, C05, D05 2 x 10/100/1000Tx, Micr®, with special short jackscrews
Moe9F |A09 2x1000SX Multimode, LC connectors 850nm
RS900F | AO9 (Port 7/Port 8) 2 x 100FXMultimode, 1300nm, ST connector, and 1 x 1006Xglemode,
Standard 20km
BO3 (Porod) 1 x 100FX Multimode, 1300nm, SC connector
RS900GFE A04 (Port 9/Port 10) Dual1000LX Singlemode, LC 1310nm, 25km
RS940GFE A03 Dual1000SX Multimode, LC 850nm 500m
RSG2100F A01, BO1, C01, D01, G01, HO1, JO1, K( 2 x 10/100%k RJ45
A02, B02, C02, D0202, HO2, J02, KO2 | 2 x 10FLMultimode, 850nm, ST
A03, B03, C03, D03, G03, HO03, J03, K( 2 x 100FXMultimode, 1300nm, ST
Al13, B13, C13, D13, G13, H13, J13, K] 2 x 100FXSinglemode, 1310nm, LC, 90km
Al4, B14, C14, D14, G14, H14, J14, K1 2 x10/100Tx micro-D
EO1 2 x 10/100/1000Tx RJ45
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ComponentConfiguration ComponentDescription
F02 1 x 1000SXMultimode, 850nm, LC, 500m
RSG2200F A01, BO1, C01, DO1 2 x 10/100/1000% RJ45
A02, BOZ, C02, D02 2 x 1000SXMultimode, 850nm, LC, 500m
AQ6, B06, C06, D06 2 x 1000LXSinglemode1310nm, LC connectors, 25 km
A08, B08, C08, D08 2 x 1000SX SFPRIultimode, 850nm, LC, 500m
E20 1 x 100FX Multimode, 1300nm, MTRJ
RSG2488F AO01, BO1, C01, D01, EO1, FO1 4 x 10/100/1000Tx RJ45
A04, B04, C04, D04, E04, FO4 4 x 10/100/1000Tx M1X-Coded
AO05, BO5, C05, D05, EO5, F0O5 4 x 1000SXMultimode, 850nm, LC, 500m
A09, B09, C09, D09, E09, FO9 4 x 1000SX SFRultimode, 850nm, LC, 500m
A24, B24, C24, D24, E24, F24 4 x 1000LX Singlemode, 1310nm, LC, 25km
A59 1 xPrecision Tim@rotocol (PTR)Module: GPS in, IRIBAM/TTL, INJOUT
G61, H61 2 x 10/100/1000Tx RJ45
G64, H64 2 x 10/100/1000Tx M12-Eoded

Appendix A specifiehé non-security relevaniine cardcomponents ofthe remainingconfigurationsfor each
devicethat areexcluded from FIPS 140requirementsEach component of the line card, except the faceplate, is
excluded from FIP$40-2 requirements because thego not provide anysecurity relevanfunctionality. Since
tamper evident seals are applied and messary for physical security protection, the faceplates are security
relevantarerequired to meethe FIPS 14Q requirements

Themodulesimplement the FIP8pproved algorithms listed ihable4 below.

Table4 ¢ FIPSApproved Algorithm Implementations

CAVP Certificate
——— Algorithm Standard Mode/Method Key Lerlljjtr(;s,l_Curv
PowerPd ColdFire or Moduli

FIPSL97
ECH, CBE8, GCM? 128, 256 ;
4030 | 4037 | AESS NIST SP 8e88D Encryption/
- I Decryption
FIPS 197 CTR 256
2078 2072 |RSAt FIPS 188@ - 2048, 3072 Key Generation

16 AES; Advance Encryption Standard
17 ECR; Electronic Code Book
18 CBQ; Cipher Block Chaining
19 GCMc Galois Counter Mode
20 CTR; Counter
21 RS/ Rivest, Shamir, Adleman
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Algorithm Standard Mode/Method or Moduli

CAVP Certificate Key Lengths, Curvﬁ

PowerPQ CoIdFire‘

SHAL, SHA224, SHA56,

SHA384, and SHA12 | 2048, 3072 Signature Generation

and Verification

(PKCB#1 v1.5)

SHA256 . e

(PS%) 2048, 3072 Signature Verification
899 903 ECDSA FIPS 188 - P-256, P384, R521 | Public Key Generatior

SHAS-1, SHA224, SHA

3336 3329 SH# FIPS80-4 256, SH/B84. SHAE12 Message Digest
SHA1, SHA?24, SHA56 Message
6 ! ! T
2631 2635 |HMAG FIPS 198 SHA384, and SHA12 Authentication
1204 | 1207 |DRB& NIST SP80090A |CTR_based . Deterministic Randorr
Bit Generation

Vendor | Vendor .
Affirmed | Affirmed CKG NISTSP 80a133 |- - Key Generation

858 863 |CVEfor ECC CDH NIST SP 8€B6A | - P-521 Key Agreement

CVL for Transport Layer

859 ge1 | Security (TLS) 1.0/1.1, 1.2 g:eSlesP 865 Key Derivation
CVL for Secure Sheigh

876 862 C\./L.f(.)r RSA Decryption
Primitive

Note 1: The TLS and SSH protocols have not been reviewed or tested by tHeoCBMNP.

Note 2 The CVL for TLS 1.0/1.1 does not allow testing of only one version of TLS. Because of this, TLS 1.0 is listed on ifieateA\iPiserdt supported

by theRUGGEDCOM RB®evies

Note 3 CAVP testing was performed on AES ECB mode but is not implemented in the module

Note 4 SHA1 shall not be used for digital signature generation with the exception as specified in-SPRBBE¥1 and SP 880 Part 3 REV1.

Note 5: CAVP testing was performed BIMAC with SHR&24 and SHA12but is not implemented in the module

Note 6:Inaccordance with FIPS 120G D.12, the cryptographic module performs Cryptographic Key Generation (CKG) as pEBSR@0dor affirmed).

The resulting generated symmetric key and the seed used in the asymmetric key genaratioe unmodified output from SP8@DA DRBG

©

N

FIPS 188 - 2048 Data Decryption

Themodulesalso employ the notrIPSApproved algorithralisted inTale 5 below (all of which are allowetbr
use in a FIR8pproved mode of operation)

TaHde 5 ¢ FIPS Allowed Algorithm Implementations

Algorithm Caveat
DiffieeHellman(DH) | Key agreementKey establishment methodology Used for key agreement during SSH and TLS {@i04¢
provides 112 bits of encryption strength keys)

22 PKCS Public Key Cryptography Standard
23 PSK Probabilistic Signature Scheme
24 SHS; Secure Hash Standard
25 SHA¢ Secure Hash Algorithm
26 HMACq, (keyed) Hashed Message Authentication Code
2 DBRG@; Deterministic Random Bit Generator
28 SP¢ Special Publication
29 CVLg Component Validation List
30 ECC CDtElliptic Curve Cryptography Cofactor Diffiellman
31 CAVR; Cryptographic Algorithm Mdation Program
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Algorithm Caveat ‘ Use
EDH? Key agreementKey establishment methodology Used for key agreement during SSH and TLS
provides between 28 and 256 bits of encryption (supported curves dP-256, R384, R521)
strength
RSA Key encapsulationkey establishment methodology Used for key establishment during T2848bit and
provides112 or 128 bits of encryption strength 3072bit keys)

Non-Deterministic Used for gathering entropy (the module generates |
Random Number bits of entropy for key generation)

Generator (NDRNG
All operations requiring entropy are blocked and me
to wait until at least 4,096 bits have been collectec
the entropy pool. If 4,096 bits are present in t
entropy pool, the bits will be extracted, hashed us
SHA384, and then the CTR_DRBG is seedd¢ul 384
bits of entropy.

2.3 Module Interfaces

The module§physical ports can be categorized into the following logical interfaces defined by FIRS 140
91 Data Input Interface
9 Data Output Interface
1 Control Input Interface
9 Status Output Interface

Tableé6 lists the physical ports/interfaces available in the switches and also provides the mapping from the physical
ports/interfaces to logical interfaces as defined by FIP$S2140

Table6 ¢ FIPS 142 Logical Interface Mappings

Device Physical Port/Interface ’ Quantity FIPS 14@ Logical Interface
Serial port up to16 | Data Input, Data Output
Ethernet port upto 4 |Data Input, Data Output, Control Input, Status Outp
IRIGB port (BNC connectors)* 2 or4 | Data Input, Data Output
Mode button 1 Control Input
Faikaferelay 1 Status Output
RS416F
Port status indicator LED 20 Status Output
Display mode LED (statuljplex, and speed) 3 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
Power supply port 2 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
M2100" Gigabit Ethernet port (copper or fiber) up to 3 |Data Input, Data Output, Control Input, Status Outp

32 ECDH Elliptic Curve Diffiddellman
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Device Physical Port/Interface ’ Quantity FIPS 14@ Logical Interface

Fast Ethernet port (copper or fiber) up to 16 | Data Input, Data Output, Control Input, Status Outp
Mode button 1 Control Input
Failsaferelay 1 Status Output
Port status indicator LED 32 StatusOutput
Display mode LED (status, duplex, and spee 3 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
Power supply port 2 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
GigabitEthernet port(copper or fiber) upto 9 |Data Input, Data Output, Control Input, Status Outp
Mode button 1 Control Input
Failsafeelay 1 Status Output

M2200F Port status indicator LED 32 Status Output
Display mode LE3tatus, duplex, and speed) 3 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
Power supply port 2 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Fast Ethernet port (copper) 8 Data Input, Data Output, Control Inp@&tatus Output
Gigabit Ethernet port (fiber) 2 Data Input, Data Output, Control Input, Status Outp
Failsafe relay 1 Status Output

MOG69F
Link LED 10 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
M23 power supply connector 1 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Fast Ethernet port (copper) 6 Data Input, Data Output, Control Input, Status Outp
Reset button 1 Control Input

RS906 Failsafe relay 1 Status Output
Power LED 1 StatusOutput
Alarm LED 1 Status Output
Power supply terminal block 1 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Fast Ethernet port (copper) 8 Data Input, Data Output, Control Input, Status Outp

RS9006 GigabitEthernet port (fiber) 2 Data Input, Data Output, Control Input, Status Outp
Failsafe relay 1 Status Output
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Device Physical Port/Interface ’ Quantity FIPS 14@ Logical Interface
Power LED 1 Status Output
Alarm LED 1 Status Output
Power supply terminal block 1 Power
Serial console port 1 Data Input, Dat®utput, Control Input, Status Outpu
Gigabit Ethernet port (copper) 6 Data Input, Data Output, Control Input, Status Outp
Gigabit Ethernet port (fiber or copper)* 2 Data Input, Data Output, Control Input, Status Outp
RS9406 Failsafe relay 1 StatusOutput
Power LED 1 Status Output
Alarm LED 1 Status Output
Power supply terminal block 1 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Fast Ethernet port (copper or fiber) up to 16 | Data Input, Dat@®utput, Control Input, Status Outpu
Gigabit Ethernet port (copper or fiber) up to 3 |Data Input, Data Output, Control Input, Status Outp
Mode button 1 Control Input
Failsafe relay 1 Status Output
RSG210©
Port status indicator LED 32 Status Output
Display mode LED (status, duplex, and spee 3 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
Power supply port 2 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Gigabit Ethernet porfcopper and/or fiber) upto 9 |Data Input, Data Output, Control Input, Status Outp
Mode button 1 Control Input
Failsafe relay 1 Status Output
RSG2200 Port status indicator LED 32 Status Output
Display mode LED (status, duplex, and spee 3 Status Output
Power LED 2 Status Output
Alarm LED 1 Status Output
Power supply port 2 Power
Serial console port 1 Data Input, Data Output, Control Input, Status Outp
Ethernet console port 1 Data Input, Data Output, Control Input, Status Outp
Gigabit Ethernet port (copper and/or fiber) | up to 28 |Data Input, Data Output, Control Input, Status Outp
RSG2488 IRIGB port (BNC connectors)* 4 Data Input, Data Output
GPS port (BNC connectors)* 1 Data Input
Failsafe relay 1 Status Output
Power moduléndicator LED 4 Status Output
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’ Quantity ' FIPS 14@ Logical Interface

Alarm LED

1 Status Output

Speed LED

1 Status Output

Link/activity/sync LED

28 Status Output

Power supply port

2 Power

* - optional

As describedabove, the modules have a number of LEDs that indivargous statesand conditions.The

descriptions for the LEDs are listedliable7 below.

Switch

M2100F
M2200F
RSG2100
RSG2200

Table7 ¢ Module LED Descriptions

\ LED State Description
Port Status Green (Solid) Link detected
Indicators (Status . . o
Mode) Green (Blinking) Link activity
Off No link detected
Port Status Green (Solid) Full duplex mode
Indicators (Duple -
Mode) Orange (Solid) Halfduplex mode
Off No link detected
Port Status Green (Solid) The port is operating &t000Mbps®
Indicat Speed o . .
l\r/l]o:;::) ors (Spee Green (Blinking) The port is operating &t00Mbps

Orange (Solid)

The port is operating a0 Mbps

off

No link detected

Display Mode On

(Status) Off

When Status mode is selected (ON), the Port Status Indit&bDs
indicate when ports are active. When Status mode is not selectec
(OFF), these Port Status Indicator LEDs display either Duplex or
outputs.

Display Mode On

(Duplex) off

When Duplex mode is selected (ON), the Port Status Indicator LE
indicate when ports are operating in full or hdlfiplex mode. When
Duplex mode is not selected (OFF), these Port Status Indicator L
display either Status or Speed outputs.

Display Mode On

When Speed mode is selected (ON), the Btatus Indicator LEDs

(Speed) off indicate the port speed. When Speed mode is not selected (OFF
these Port Status Indicator LEDs display either Duplex or Status
outputs.

Power Green (On) The power supply is installed and supplying power

Red (On) Thepower supply fails

Off No power supply is installed
Alarm On An alarm condition exists

Off No alarm condition exists

33 Mbps ¢ Megabits per second
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Switch | LED State ' Description
RS906 Power On Power is being supplied to the device
E:gggg Off No power is being supplied to the device

Alarm On An alarm condition exists
Off No alarm condition exists
M969F Link Yellow (Solid) Link detected
Yellow (Blinking) Link activity
Off No link detected
Power On Power is being supplied to the device
Off No power is being supplied to the device
Alarm Red (On) An alarm condition exists
Off No alarm condition exists
RSG2488 Power Module | On Power is being supplied to the device
Indicator (Top) Off No power is being supplied to the device
Power Module | On Power isbeing received by the module
Indicator . - .
(Bottom) Off No power is being received by the module
Alarm On An alarm condition exists
Off No alarm condition exists
Speed (RJ45) Yellow (Solid) The port is operating at 1000 Mbps
Off The port is operating at 10 or 10@bps
Link/Activity Yellow (Solid) Link established
(RJ45) Yellow (Blinking) Link activity
Off No link detected
Link/Activity Green (Solid) Link established
(M12) Green (Blinking) Link activity
Off No link detected
Sync (BNC) Green(On) Signal locked
Amber/Yellow(On) | Holdover
Red(On) Error
Off No signal detected
RS416 Port Status Green (Solid) Link detected
:\r/llgi;::';%rrs (Status Green (Blinking) Link activity
Ethernet ports) | Off No link detected
Port Status Green (Solid) Full duplex mode
:\r/llgi(;::;g:s (Duple Orange (Solid) Halfduplex mode
Ethernet ports) | Off No link detected
Green (Solid) The port is operating a&t00Mbps
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Description

The port is operating a0 Mbps

Indicators (Speed
Mode for
Ethernet ports)

Off

No link detected

Port Status

Green (Blinking)

Traffic detected

Indicators (Status
Mode for serial
ports)

off

No traffic

Port Status

Green (Solid)

Full duplex mode

Indicators (Duplex
Mode for serial

Orange (Solid)

Halfduplex mode

ports)

off

No link detected

Port Status

Green (Solid)

>19200 to <57600 bps

Indicators (Speed
Mode for serial

Green (Blinking)

57600 bps or higher

ports)

Orange (Solid)

<19200 bps

Off

No link detected

Display Mode On When Status mode is selected (ON), the Port Status Indicator LE
(Status) Off indicate when ports are active. When Status mode is not selectec
(OFF), these Port Status Indicator LEDs display either Duplex or
outputs.
Display Mode On When Duplex mode is selected (ON), the Port Status Indicator LE
(Duplex) Off indicate when ports are operating in full or hdifiplex mode. When
Duplex mode is not selected (OFF), these Port Status Indicator L
display either Status or Speed outputs.
Display Mode On When Speed mode is selected (ON), the Port Status Indicator LE
(Speed) Off indicate the port speed. When Speed mode is not selected (OFF
these Port Status Indicator LEDs display either Duplex or Status
outputs.
Power Green (On) The power supply is installed and supplying power
Red (On) The power supply fails
Off No power supply is installed
Alarm On An alarm condition exists
Off No alarm condition exists
RJ45 port (Speed Yellow The port is operating at 1000 Mbps
Off The port is operating at 10 or 100 Mbps
RJ45 port Yellow (Solid) Link established
(Link/ACtVity) | ygliow (Blinking) Link activity
Off No link detected
Serial port Green Link activity detected
Off No link detected
Off No IRIGB signal detected
Red Errors detected in received IRBssignal
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State Description

IRIGB (BNC Amber/Yellow Holdover (GPS lock has been achieved, but the receiver no longe
02yySOGA sees the minimum number of required satellites)

‘ |LED

‘ ‘ ) Green Received IRKB signal is good

2.4 Roles Servicesand Authentication
¢tKS aSOGA2ya 0St2¢ RSAONAROGS (KS Y2RdzZ SaQ NeBfSa |yR
2.4.1 Authorized Roles

The modules supporfour roles that operators may assumerypto Officer (COVUser, Guest and Maintenance
1 Crypto Officer¢ The CO role is responsible for initializing the modules for first use (including the
configuration of passwords, certificates, public and private keys, and other*.SPise CO is also
responsible for the ma@agement and zeroization of all keys and CSPs. The CO is the only operator that can
configure the modules into FIPSpproved mode of operatioNOTE This role designation maps to the
Y2 Rdzf S & QacapunR Y A Y €

The CO also has access to all User and Guest services.

9 User¢ The User role has the privilegesdisange basic settingshowmodulestatistics, show the current
status of the moduls, clear statistics, and reset alarnfidOTE This role designationmafis2 G KS Y 2 R dzf
G h LIS NaccoanE

1 Guest¢ The Guest role has the reamhly privileges and can view only a limited selection of settings.

(NOTEY ¢KA& NRES RSaAdaylGAz2y YrLA (2 (GKS Y2Rdz SaQ

f Maintenance¢ ¢ KS al AydSylryoS NetS KIFIa F00Saa (2 GKS
services. Please see Sectibd.3below for details.

Moduleoperators cartonnect to the modules remotely via secure TLS and SSH seggilagocal sessions occur
over the serial console parfhe modules are capable of supporting multiple CO and multiple User/Gpesttor
sessions at any given timeach remote session is secured by the session protocol andfferating systenfOS)
process and memory management functip@asd is distinguished by session informatiobocal sessions are
secured via the direct connection over the seral console port.

2.4.2 OperatorServices

Descriptions of the services availablenmdule operatorsn the normal operational modare provided in the
Table8 below. The keys and CSPs liste@iahle8 indicate the type of access required using the following notation:
T Rc¢Read: The CSP is read.
1 W Write: The CSP is established, generated, modified, or zeroized.
1 X ¢ Execute: The CSP is used within an Approved or Allowed security function or authentication
mechanism.

34 CSR, Critical Security Parameter
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Table8 ¢ Operational ModeServices

Operator

Service Description Output Key/CSP and Type of Access

CO | User| Guest

View information Command
Manage the flash file about files in flash;
Command |response/ None
system defragment the
. Status output
flash file system
View product View information Command
. . . Command |response/ None
information about the device
Statusoutput
. . Command |Command
View CPU diagnostic .V'ew CP.U diagnost and response/ None
information
parameters | Status output
View power suppl View the current | Command | Command
P PRl status of the power| and response/ None
status .
supplies parameters | Status output
Re_store_ t_he module Command CO PasswordW
Restore factory to its original Command
and User Password W
defaults factory default response
. parameters Guest Password W
settings
Command |Command CA Public KeyR/W
:\:AezigggaeteSSSE zﬂea:gﬁgaet;& and response/ TLRSA Public KeyR/W
parameters | Status output | TLSRSA Private KeyW
Manage SSH host ke Addor update SSH ;::?mand Se(:;]g:lzz(/j SSHRSA Publigkeyc R/W
pairs host keys parameters | Status output SSHRSA Private KeyR/W
Manage SSH public Add, view, update, | Command |Command
g P or delete SSH publif and response/ SSH Public KeyR/W
keys
keys parameters | Status output
Transfer files
between the
Upload/download module and aost Command | Command
- ) and response/ None
files computer using arameters | Status output
XMODEM via serial P P
console
View, clear,
! Command | Command
configure, and
Manage logs and response/ None
manage local logs
. parameters | Status output
and logging
View and clear
Ethernet port status Command | Command
ManageEthernet o
and statistics; and response/ None
ports ;
configure, and rese{ parameters | Status output
Ethernet ports
Configure the Command |Command
Manage IP Interface: Management or and response/ None
Switch IP interfaces parameters | Status output

35 SSlc Secure Sockets Layer
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Operator
Service Description Output
co ‘ User | Guest
. Command |Command
View, add, and
Manage IP gateways V and response/ None
delete IP gateways
parameters | Status output
Configure the Command |Command
Configure IP service| V Management or and response/ None
Switch IP interfaces parameters | Status output
Collect and view
historical statistics Command | Command
Manage remote related to the
2 \% and response/ None
monitoring performance and
. parameters | Status output
operation of
Ethernet ports
Reboot/reset the
module via CLI Command
Reboot/Reset v Vv (zeroizes keys/CSP Command | response/ All keys and CSPs stored in
module stored in SDRAM P SDRAM, W
Status output
and performs seff
tests)
Clear banner file, All keys and CSPs stored in flas
system log, and Command and SDRAM (except the
Clear data \% configuration data | Command | response/ Firmware Load Authentication
andzeroize Status output | Key CA&¢ Public Keyand SSH
keys/CSPs in flash Public Keyc W
Configure basic
Configure svstem information used to| Command | Command
. gure sy Y, identify the device, | and response/ None
information . . .
its location, and its | parameters | Status output
owner
. . Command | Command
Customize login Set a custom
\% and response/ None
screen welcome message
parameters | Status output
Configure the three| Command | Command CO Password R/W/X
Manageusers \% pre-defined user and response/ User Password R/W/X
accounts parameters | Status output | Guest Password R/W/X
Modify existin Command |Command CO Password R/W
Change password \% asswords g and response/ User Password R/W
P parameters | Status output | Guest Password R/W
Enable/disable the Enable/disable the | £OMmand | Command
. \% . and response/ None
web interface web interface
parameters | Status output
. Command |Command
Set up, view, and
Manage alarms \Y, \Y . and response/ None
reset device alarms
parameters | Status output
Download, store, |Command |Command
Manage ;
) L \% and update device |and response/ None
configuration file ) o
configuration file | parameters | Status output
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Service Description Output
co ‘ User | Guest
Configure DHCP Set the DHCP serve Command |Command
\% address and client |and response/ None
Relay Agent
ports parameters | Status output
View, configure, an Command | Command
Manage VLANS \Y \Y ' gure, and response/ None
manage VLANs
parameters | Status output
Configure STP; viey
. and clear STP Command |Command
Manage Spanning L
Tree Protocol (STP) \% \% statl_stlcs, manage |and response/ None
multiple STP parameters | Status output
instances
Manage Classes of Configure CoS Command | Command
Service (CoS) Y, mappings and response/ None
parameters | Status output
View MAC
addresses;
configure address
Manage Media learning and Command |Command
Access Control (MA( V \Y flooding options; | and response/ None
addresses manage static MAC| parameters | Status output
addresses; purge
dynamic MAC
addresses
. . Command |Command
Manage time Manage time
) \% - and response/ None
services services
parameters | Status output
Conflgurg LLOR Command |Command
Manage network enable/disable
. \% \% e and response/ None
discovery RCDF®; view LLDP
. parameters | Status output
statistics
View multicast
groups; configure
Managemulticast IGMP4%and Command - Command
o \% \% o and response/ None
filtering GMRP"; view, add, arameters | Status output
and delete static | P P
multicast groups
View authorized
MAC address list;
configure port Command |Command
Manage port security V \% security and response/ None
parameters; parameters | Status output
configure IEEE
parameters

37VLAN Virtual Local Area Network

38 LDR; Link Layer Discovery Protocol

39 RCDR, RUGGEDCOM Discovery Protocol
40|GMP¢ Internet Group Management Protocol
“ GMRR; Generic Attribute Registration Protocol (GARP) Multicast Registration Protocol
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Operator
Service Description Output
co ‘ User | Guest
Manage link View, add, and Command | Command
aggregation v v delete port trunks and response/ None
parameters | Status output
Reboot into the
Y2 RdzA SaQ
maintenance mode
(also zeroizes all All keys and CSPs storedlash
Enter maintenance keys and CSPs in | Command Command a_nd SDRAM (except tht_e _
mode (zeroize) \% flash and SDRAM |and response Firmware Logd Authentication
except the parameters Key CA Public Key, and SSH
Firmware Load Public Keyc W
Authentication Key
CA Public Key, and
SSH Public Kpy
Load new firmware
Upgrade/downgrade gnd pgrform an Command Firmware Load Authentication
firmware Y, integrity teis_t using |Command |response/ Keyc RIX
an RSA digital Status output
signature
Perform sektests Command
Perform seHtests v on-demand via CLI Command | response/ All keys and CSPs stored in
on-demand (zeroizes keys/CSP Status output SDRAM, W
stored in SDRAM)
Show the
operational mode o
Show FIPS Vv \% \Y, mF:)duIe via LEDs or None None None
operational mode -
remote terminal
window
Show the system
status, Ethernet
status, alarms,
_ system Command
Show settings/status  V \% \% ; e Command |response/ None
identification and
) . Status output
configuration
settings of the
module
Terminate an Command
Terminate sessions |V \% V |2 LJISNJ & 2 NX) Command |response/ None
session Status output
Run commands or
script files (text files Command
Run _ Vv containing a list of Command | response/ None
commands/scripts CLI commands to
execute in Status output
sequence)
Momtor_ Command
P_erform _network Vv Vv Vv connections, Command | response/ None
diagnostics Ethernet ports, STP
and VLANS Status output
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Operator

Service
(6{0) ‘ User' Guest‘

Description ‘ Input ‘ Output

CO Password X

User Password X
GuestPassword; X

CA Public KeyR/X
TLSRSA Publikey ¢ R/ X
TLSRSA Privatey ¢ W/X

Establish web TLDH Publikey ¢ RW/X
session using TLS Command TLDH Privatéey ¢ W/X
Establish TLS sessic V \% V | andperform any of | Command |response/ Statu§ TLSEECDH Publi¢ey ¢ RM/X
the services listed output TLSECDH Privatisey ¢ W/ X
above TLS Sessidfey ¢ R/W/X

TLECDSRublic Key, R/W/X
TLS Authentication KeyR/W/X
DRBG KeyRMW/X

5w. D WigQWiXI f dzS
DRBG SeetiRW/X

Entropy Input String RAW/X

CO Password X

User Password X
GuestPassword; X

SSHPublic Key, R/X

SSH Authentication KeyR/W/X
SSH Session KeR/W/X

Establish remote SSHRSA Publisey c RAW/X

session using SSH

rotocol and Command SSHRSA Private KeyW/X
Establish SSH sessi( V \Y \Y, perform anv of the Command |response/ Statu§ SSHDH Publikey ¢ RMW/X
P y output SSHDH Privatekey ¢ W/ X

services listed

SSHECDH Publikey ¢ RW/X
above

SSHECDH Privatkey ¢ W/X
SSHECDSA Public KeR/W/X
DRBG Key RW/X

5w. D Wix@W#XI f dzS
DRBG SeegRW/X

Entropy Input String RAW/X

TLS Session KexX
SSH Sessidfey ¢ X
Encrypt or decrypt | Command IV¢R/W

V \Y V user data, keys, or | and ::ec;m(:rrﬁgd DRBG Key RMW/X
management traffic| parameters P 5w. D Wi WK f dz8
DRBG SeedRW/X

Entropy Input String RAW/X

Perform encryption/
decryption service

. Authenti r mman L
Authenticate data uthenticate user | Command Command TLS Authentication KeyX
. \% \Y \% data or and N
traffic ) response SSH Authenticatiokey ¢ X
management traffic| parameters

All services listeéh Table8 aboverequire the operator to assumenaauthorizedrole, and theoperator must
authenticate to the module prior to being granted access to any o$élservices For a full listing of module
services, please refer the Siemens RUGGEDCOM RQ@8.2.1.F User Guideailable online and upon request
from Siemens Customer Setvice.
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2.4.3 MaintenanceMode

The moduls support a naintenancemode, which can only be accessed via the Console CLI ilad@titenance
mode consists of hardware testing and diagnostics servites madules automatically boot into maintenance
mode as a result aéxperiencinga critical error (see Sectidh9.4).

August 16, 2017

As part of the transition to maintenance mode, all configuration fibesyercertificates, andSSH host key pairs
stored in flash are automatically zeroized. The module then performs a reboot into maintenance mode,
automatically zeroizing all keyexcluing the SSH Public Key and CA Public ey CSPstored in SDRAM.
Further, all networking ports are placed in loopback, inhibiting all Ethernet traffic. The Web Interface will not
respond, and remote logging will no longer occur.

Table9 lists the services availablehile in the maintenance mode

Table9 ¢ MaintenanceMode Services

Device

Service

Description

RS900F
RS900GF
RS940GF

RSG2100F

RSG2200F

RSG2488F
RS416F

Run the lilt in hardware
selftests; \erify all Command response
Test hardware : Command|V |V |V |V |V |V |V V V|V None
previously read hardware Status output
IDs remain the same
Clear device Clear the user data and Command response
logs (system andrash Command|V |V |V |V |V |V |V |V |V |V P None
data . Status output
logs) from the device
Clear screen Clear the screen Command|V |V |V |V |V |V |V |V |V |V Command response None
Status output
V_|ew file P_rlnt a I_|st of the file Commandl V. 'V VIVIivIivivIiviviv Command response None
directory directories to thescreen Status output
Manipulates Ethernet port
Ethernet PHY and forwarding Command response
capabilities gart a Command|V |V |V |V |V |V |V |V V|V P None
management Status output
loopback test on the
specifiedBhernet port(s)
Term_mate 'I_'ermmat_e this command command VIV IvIiviviviviv v v Command response None
session line session Status output
Flash files Flash file system Command|V |V |V |V |V |V |V |V |V |V Command response None
commands Status output
_Help _ Pnntah_st_of all commands Command vviviviviviviviv Command response None
information and their information Status output
Executecryptographic Command response
Testcrypto algorithm selftests Command v Status output None
Test BCM BCMdiagnostic shell Command Vv Command response None
commands Status output
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Service

Description

Monitor BCM statistic

RS900F

Device

RS900GF

RS940GF
RSG2100F

RSG2200F

RSG2488F

RS416F

August 16, 2017

Output

Command response

Monitor BCM Command \% None
counters Status output
Timesync FPGA debug Command response
Test FPGA interface testTimesync | Command \% P None
Status output
FPGA
.| Invoke selttestson jtag Command response
Test JTAG chair chain programs the PFGA Command ViV v Status output None
Te_st Marvell Ma_rvell E.thernet.Swnch Command viviviviv Vv Command response None
switch register diagnostics Status output
plsplay .SFP Displays SFP device data| Command V|V Command response None
information Status output
Runselftestson SPI Flash Command response
Test SPI device readiwrite via SPI Command VIVIVIV VIV IV Status output None
Showuser Displayuser spurious Command response
spurious DISPIaUSEr Sp Command VARVARVARVARVERVALY PONSE! None
. interrupt count Status output
interrupt count
Read file Dlsplgythe contents of a Command Vvivivivivivlv Command response None
text file Status output
Show version | Printsoftware versions Command ViV | V|V |V V|V Command response None
Status output
Test watchdog Provideghe ability to test Command Vvivivivivivlv Command response None
watchdog(s) Status output
Run clock synthesizer
diagnostics; execute clock
synthesizer selfest; run Command response
Test clock ReaiTime ClockRTC) Command ViV V|V |V V|V Status output None
register diagnosticand
test the RTC memory
Run EEPRO®Mdiagnostics;
execute EEPROM s#dfst; Command response
Test memory | execute memory Command VIiV|V |V |V | V|V P None
. : Status output
read/write tests; execute
flash device seffest
Test Execute temperature Command response
temperature P Command viviviviviviv P None
sensors sensor selest Status output

42 EEPROM Electrically Erasable Programmable R€ady Memory
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Lt eSS s
Service = 218128 < Output Type of
|9 XN | N | N
hlal2lo 0l o Access
x 219 0l |l
oy oo
Execute power supplgelf
tests dear data log in
power supply boargrun
Testpower | er supplysequencer | Command V |V |V |V |V |V v | v | v |y |Commandresponsel .
supply . i . Status output
register diagnostics
execute power supply
sequencerselftest
Execute LEBelf-tests read Command response
Test LEDs and displayLED Panel Command| V | V V|V V|V P None
4 Status output
control registers
Execute 12Gelftests, Command response
Test 12& read/write via 12C Command| V| V VIVIV IV Status output None
Test /G4 pins | Execute I/Cselftests Command|V |V |V |V |V |V |V |V V|V Command response None
Status output
Use theSMI interface
diagnosticstest SMI Command response
Test SMP interface by writing and | Command| V VIiV|IV V| V|V|V |V P None
. . Status output
reading SMI device
registers
Reset switch Perform a hard reset of the Commandl V. 'V VIV ivIivivIiviviv Command response None
module Status output

As none of the available service®odify, substitute, or disclosekeys andCSPsmodule operators assume
maintenance role implicitlyvhen transitioning to the mainteamnce mode However the Crypto Officer can also
RANSOGt& | 00Saa GKS YIAYydSylryoOS Y2RS® 5ANBOG | 0O0S3
usernameand password, and eccomplished byoingthe following:

Connect to the device via the Console Interface.

Log in to the device as a CO via the Console Interface.

Press<CTRL+Sb access the Console CLI shell.

l'd GKS [/ 2yaz2f SfadtofyLé ®NRYLIIZ Sy idSN a

2 KSYy LINE YLIWRET HyyWRa SYNISINI 6 KS / h LI daa62NR®

7

1§ GKS /2yaz2f $mdinferancd NP Y LIIE Sy d SN &

o0k whE

To exit from the maintenance mode, ehmodule must be resetébooted normally, and the COmust re
commission the module to bring it back to a normakogtional state.

4312C¢ Inter-Integrated Circuit
441/O ¢ Input/Output
45 SMIc Serial Management Interface
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2.4.4 Additional Services

The modules provide a limited number of services for which the operator is not required to assume an authorized
role. Tablel0lists the services for which the operator is not required to assume an authorized role. None of the
services listed in the tablmodify, disclose or substitutecryptographic keys and CSPsotinerwise affect the
security of the modules.

Table10¢ Additional Services

Authenticate CO PasswordR/X
operator Log into the module Command Status output | UserPassword; R/X
P Guest Password R/X

Reboot the module

(zeroizeskeyd CSPs Power cycle the module using powe .

Reboot module |stored in SDRAMIND | connectors or reset/mode button | Status output All keys and CSBrored in
. SDRAM W

performs seltests on | (where available)

demand)

2.4.5 Authentication

The modules support rolbased authentication. Role assumption is explicit, and is based on the authentication
credential employed. Module operators must authenticate to the module to assume an authorized ra@ecass
module services. When changing roles, the operator must first log out of their current role, and then re
authenticate to the module to assume the new role.

All operators authenticate to the module using a username and password. The padsagal onfigurable

minimum length that must be set to 8 (see Sectidl below), and may contain any combination of letters
(uppercase and lowercase), digitc@®V = YR aLISOAFf OKIFNI OGSNE O6AdHEI aX:¢é
GOEY BYPEIEATBREEAbABEE AYEIT d BEI AHEET AE £PE X YRE &X £d
character spacef 94 characters.

The modules enforce protection mechanisms against brute force attkockseach operator interface (TLS, SSH,
and serial), he modules allow 10 password authentication failuiesa period of 5 minuteqthe first
authentication attempt starts a-Binute timer) Every authentication attempin that interfacefrom the 11"
onwardis rejectedfor the lockout period of 60 minutes, even if the password is correct. The failure aoesets

to 0 once the timer expiresThus, an operator can make a maximum of 30 total authentication attempts in 5
minutes. If all 30 attempts fail, then the operator account is locked out across all interfaces.

Operators can also authenticate to the mad usingRSApublic keysvhen connecting via SSIHTLSThskeycan
be 2048 or 3072 bits in lengtilable11 provides the strength of the authentication mechanisswused by the
modules.
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Table11 ¢ Authentication Mechanism Used by the Modules

August 16, 2017

Password Once properly configuredhe minimum length of the password@xharacters, with 94
different casesensitive alphanumeric characters and symbols possible for usage.
Assuminga minimum password length of 8 characteitse chance of a random attempt
falsely succeeding is:
1: (94), or
1: 6,095,689,385,410,816
Which idess than 1:1,000,000 as required by FIPS2140
In a 5minute window, the moduldimits the number ofailed authentication attempts
to 30(10 per interfacepefore locking the accourgcross all interfacefr 60 minutes.
Thus, asuming all 30 attemptare made in one minutghe probability that a random
attempt will succeed or a false acceptance will occur in one minute is:
1: (94/ 30), or
1:203,189,646,180,360
Which is less than 1:100,000 as required by FIPS140

Public Key The RSA public key used farblic keyauthenticationcan be2048or 3072bits, yielding

an equivalent 112r 128bits of strength(respectively)Assuming the minimum key size
the chance of a randomuthenticationattempt falsely succeeding is:

1: 2119, or
1:5.1922968585348276285304963292201e+33

Which is less than 1:1,000,000 as required by FIP£.140

The number of authentication attempts per minute is limited by the bandwidth avail:
over the serial connectigwhich is a maximum of 115,2®ts per second (06,912,000
bits per minutg. For a 112bit key, this results in no more than 61,714 authenticatic
attempts per minute. Thushe probability that a random attempt will succeed or a fal
acceptance will occur in one minute is:

1: 2112/ 61,714, or
1:84,134,829,350,468,736,891,637,170,321

Which is less than 1:100,000 as required by FIP140

The feedback of authentication data to a module operator is obscured during authentication. The modules provide
RAALX F@Ay3a | aNRBdzyRSR R2i(¢ 6 0 aevozf
a8 Yo 2 f Congdie Inyerfadadr EohsblediIkoer a serial poro feedback is provided

TSSRot 01
andl y daEE€

-

oe

when authenticating via th€onsoldnterface orConsoleCLlover an SSH connection

The modules provide the ability for an operator to change roles and requiagiteenticationof an operator to
assume a new role. In order to change roles, an operator is required to first log out and then log in with an account

with appropriate permissions for the desired role.
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The modules do not allow the disclosure, modification, or substitubf authentication data to unauthorized
operators. Only an authenticated CO can modify operator authentication credentials.

2.5 Physical Security

Eachof the RUGGEDCOM R®&evicesconsists ofproductiongrade components that include standard
passivation techniquesachdeviceis encased i@ hard metal enclosurghiie M969F and RSG24&8nclosures
are cast aluminumwhile theremaining switch/serveenclosures are galvanized steel).

There areonly a limited set of ventilation holes provided in the module enclosuheternal baffles cover the
ventilation holes, which makes it impossible to view internal components of the modalaperevident seals

are applied to the enclosures to provigédaysical evidence of unauthorized attempts to open the enclosure
remove module componentd he tampetevident seals must be inspected periodically for signs of tampering. The
placement of the tampeevident seals can be foundtine Secure Operation séon of this document.

Note that no additional labels are provided upon receipt. Further additional labels cannot be ordered from
Siemens Thus, fiany evidence of tampering is observed on the modirielosures or tampeevident seals, the
modules shall be considered to be in a mompliant state. Upon such discovery, the CO shall immediately take
the module out of operation and return t8iemens

2.6  Operational Environment

The modulsemploy a noAmodifiable operating environmen©Only he moduleSROSF firmwareis executed by
their processos. The moduledo notprovidea generalpurpose operating system to module operators.

oy f & (i K Sfimfiaieidzags éambexecuted A method to update the firmware with a nevigitally-signed
imageis provided.Prior to installing the new image, its associa@@48bit RSAsignature is checkedf the
signaturecheck is failedthe new firmware is ignoakand the current firmware remains loadédd the signature
check is passed, the new image will be installed and executed after the device iArgsétmware loaded into
this module that is not listed in this document is out of the scope of this aidand will mean that the module
is not operating in &IPSApproved mode of operatian
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2.7

Cryptographic Key Management

Tablel2 belowdescribes the keys and CSPs supported by the madule

Key/CSP

Initialization Vector

(Ivye

Table12 ¢ Cryptographic Keys, Cryptographic Key Components, and CSPs

Key/CSP Type

128bit value

Generation / Input

For encryption:
Generated internally
(using an Approved
DRBG with a
cryptographically
strong entropy source)

For decryption:
Generated externally
and enters themodule
in encrypted form

Output

For encryption: exits
the module in
encrypted form

For decryption: never
exits the module

Storage

Plaintext in SDRAM

Zeroization

Reboot or session
termination; on factory
reset

August 16, 2017

Use ‘

Used with AEETR for
encrypting or
decrypting payload
data between an
authorized external
entity and the module

SSH Public Key

2048, 3072bit RSAey

Public key of an
external entity Enters
the module in plaintext

Never exits the module

Stored in a file on the
flashmemory in
plaintext form

Command via CLI or
whenupdated with a
new one

Used forpublic key
basedauthentication

SSH Session Key

128, 256bit AEkey

Generated internally
viaDHor E@Hkey
agreement

Never exits the module

Plaintext in SDRAM

Reboot or session
termination; onfactory
reset

Used forencryption or
decryption of SSH
session packets

SSH Authentication Ke

160-bit HMAC key

Generated internally
viaDHor E@Hkey
agreement

Never exits the module

Plaintext in SDRAM

Reboot or session
termination; on factory
reset

Used forauthentication
of SSH session packet

TLS Session Key

128, 256bit AESKey

Generated internally
via FIP@\pproved
DRBG or entered into
the module in
encrypted form during
TLS session negotiatio

Never exits the module

Plaintext in SDRAM

Reboot orsession
termination; on factory
reset

Used forencryption or
decryption of TLS
session packets

46 Generation of the IV follows technique #1 described in FIPS Implementation Guidance A.5.
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Zeroization
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Key/CSP

TLS Authentication Ke|

Key/CSP Type

160, 256, 384pit
HMAC key

Generation / Input

Generated internally
via FIP@\pproved
DRBG or entered into
the module in
encrypted form during
TLS sessioregotiation

Never exits the module

Storage

Plaintext in SDRAM

Reboot or session
termination; on factory
reset

Used forauthentication
of TLS session packets

CA Public Key

2048, 3072bit RSAey

Enters the module in
plaintext

Never exits the module

Stored ina fileon the
flash memory in
plaintext form

Whenupdated with a
new one

Used to provide the
chain of authority and
authenticity for
enabling SSL
communications

TLSRSA Public Key

2048, 3072bit key

¢KS Y2RdzZ S
key is generated
internally orenters the
module encrypted
through an SFTP
transfer; public key of
an external entity
enters the module in
plaintext

¢KS Y2RdzZ S
key exits the module ir
plaintext; public key of
an external entity

never exits the module

Stored in a file on the
flashmemory in
plaintext form

Command via CLI;
when updated with a
new one on factory
reset

Used for TLS key
negotiation; TLS
authentication,
signature verification,
and certificate
generation

TLSRSA Private Key

2048, 3072bit key

Internally generated
using DRBG, entered
into the module in
encrypted form

Never exits the module

Stored in a file offlash
memory with write
only permissions

Command via CLI or
when updated with a
new one; on factory
reset

Used for TLS key
negotiation; TLS
authentication,
sighature and
certificate generation

SSHRSA Public Key

2048, 3072bit key

¢KS Y2RdzZ S
key is generated
internally or enters the
module encrypted
through an SFTP
transfer; public key of
an external entity
enters the module in
plaintext

¢KS Y2 Ruid S
key exits the module in
plaintext; public key of
an external entity

never exits the module

Stored in a file on the
flashmemory in
plaintext form

Command via CLI;
when updated with a
new one

Used forSSHand SFTP
key negotiation; SSH
authentication,
signature verification,
and certificate
generation
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Zeroization
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Key/CSP

SSHRSA Private Key

Key/CSP Type

2048, 3072bit key

Generation / Input

Internally generated
using DRBG, entered
into the module in
encrypted form

Never exits the module

Storage

Stored in a file oflash
memory with write
only permissions

Command via CLI or
when updated with a
new one

Used for SSH and SF1
key negotiation; SSH
authentication,
signature and
certificate generation

termination

TLDHPublic Key 2048bit key ¢ KS Y2RdzZ S[¢KS Y2 RdzZ §|Plaintextin SDRAM | Reboot or session Used forgeneration of
key is generated key exits the module ir termination; on factory| TLS Session and
internally; public key of plaintext; public key of reset Authentication keys
an external entity an external entity
enters the module in | never exits the module
plaintext

TLDHPrivate Key 2048hit key Generated internally | Never exits the module Plaintext in SDRAM | Reboot or session Used forgeneration of

termination; on factory| TLSSession and
reset Authenticationkeys

SSH DIRublic Key 2048bit key ¢ KS Y2RdzZ S|¢KS Y2 RdzZ S|Plaintextin SDRAM | Reboot or session Used forgeneration of
key is generated key exits the module in termination SSH Session and
internally; public key of plaintext; public key of Authentication keys
an external entity an external entity
enters the module in | never exits thenodule
plaintext

SSH DRrivate Key 2048bit key Generated internally | Never exits the module Plaintext in SDRAM | Reboot or session Used forgeneration of

SSH Session and
Authentication keys

TLSECDH Public Key

Public key of ECDH
protocol (supported
curves of 256, R384,
P-521)

¢KS Y2Rdz S
key is generated
internally; public key of
an external entity
enters the module in
plaintext

TheY 2 Rdzf SQa
key exits the module in
plaintext; public key of
an external entity
never exits the module

Plaintext in SDRAM

Reboot or session
termination; on factory
reset

Used forgeneration of
TLSSession and
Authentication keys

TLSECDH Private Key

Private key of ECDH
protocol (supported
curves of 256, R384,
P-521)

Generated internally

Never exits the module

Plaintext in SDRAM

Reboot or session
termination; on factory
reset

Used forgeneration of
TLSSession and
Authentication keys
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Zeroization
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Key/CSP

TLS ECDSA Hul{ey

Key/CSP Type

Public key of ECDS,
protocol  (supported
curves of 256, R384,
P-521)

Generation / Input

¢KS Y2Rdz S
is generated internally
public key of a
external entity enters
the module in plaintext

=

¢KS Y2RdA S
exits the module ir
plaintext; public keyof
an external entity neve
exits the module

Storage

Plaintext in SDRAM

Reboot or sessio
termination; on factory
reset

Used forgeneration of
TLS Session an
Authentication keys

SSHECDH Public Key

Public key of ECDH
protocol (supported
curves of 256, R384,
P-521)

¢KS Y2RdzZ S
key is generated
internally; public key of
an external entity
enters the module in
plaintext

¢KS Y2RdAz S
key exits the module in
plaintext; public key of
an external entity

never exits the module

Plaintext in SDRAM

Rebootor session
termination

Used forgeneration of
SSH Session and
Authentication keys

SSHECDH Private Key

Private key of ECDH
protocol (supported
curves of 256, R384,
P-521)

Generated internally

Never exits the module

Plaintext in SDRAM

Reboot or session
termination

Used forgeneration of
SSH Session and
Authentication keys

SSH ECDSA Public Ke

Public key oECDSA
protocol (supported
curves of 256, R384,
P-521)

¢KS Y2RdzZ S
key is generated
internally; public key of
an external entity
entersthe module in
plaintext

¢KS Y2RdAz S
key exits the module in
plaintext; public key of
an external entity

never exits the module

Plaintext in SDRAM

Reboot or session
termination; on factory
reset

Used forgeneration of
SSHsession and
Authenticationkeys

various system
resources to accrue
entropy by NDRNG

termination; on factory
reset

DRBG Seed 384-bit value Generated internally | Never exits the module Plaintext in SDRAM | Reboot or session Used forgeneration of
using entropy input termination; on factory| random numbes
string reset

Entropy Input String | 256-bit value Continuallypolled from | Never exits the module Plaintext in SDRAM | Reboot or session Used forgeneration of

random numbes

DRBG Key

256-bit AES key

Generated internally
during DRBG
instantiation

Never exits the module

Plaintext in SDRAM

Reboot; on factory
reset

Internal state value
used with the
CTR_DRBG
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Zeroization
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Key/CSP

5w. D ¥£Q

Key/CSP Type

128bit internal state
value

Generation / Input

Generated internally
during DRBG
instantiation

Never exits the module

Storage

Plaintext in SDRAM

Reboot; on factory
reset

Internal state value
used with the
CTR_DRBG

CO Password

String of 8 19
characters
(alphanumeric and
special characters)

Initial password are
hardcoded into the
module; password
changes entered into
module via console,
SSH, or &

Initially hardcoded
password never exits
the module; changed
password never exits
the module

Plaintext (hashetl) in
flashmemory and in
SDRAM

Zeroized when the
password is updated
with a new one;
changed password
zeroized on factory
reset

Used forauthentication
of the Crypto Officer

User Password

String of & 19
characters
(alphanumeric and
special characters)

Initial password are
hardcoded into the
module; password
changes entered into
module via console,
SSH, or TLS

Initially hardcoded
passwordnever exits
the module; changed
password never exits
the module

Plaintext (hashed) in
flashmemory and in
SDRAM

Zeroized when the
password is updated
with a new one;
changed password
zeroized on factory
reset

Used forauthenticating
the User

GuestPassword

String of 8 19
characters
(alphanumeric and
special characters)

Initial password are
hardcoded into the
module; password
changes entered into
module via console,
SSH, or TLS

Initially hardcoded
password never exits
the module; changed
password ever exits
the module

Plaintext (hashed) in
flashmemory and in
SDRAM

Zeroized when the
password is updated
with a new one;
changed password
zeroized on factory
reset

Used forauthenticating
the Guest

Firmware Load
Authentication Key

Hardcoded RS2048
bit public key with SHA
256

Hardcodedn release
image

Never exits the module

Image inflashmemory

The Flash location is
write-protected in
hardware at the factory
(i.e., not writeable by
end user) and is not
zeroized.

Used forverification of
RSA ginature of
firmware image digest

47 Passwords are hashed and stored in the Flash memory. They are temporarily loaded into the memory in hashed form for catupagsologin.
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2.8 EMI/EMC

TheRUGGEDCOROSF Devicesvere tested and found conformant to the EMI/EMC requirements specified by
47 Code of Federal Regulations, Part 15, Subpart B, Unintentional Radiators, Digital Devices, Class A (business use

2.9 SeltTests

Cryptographic seffests are performd automatically(without operator interventiony eachmoduleduring the

boot sequencedt powerup, upon hot rebootsandafter power cyclesandduring runtime as certain conditions

exist While the module is in a sefést condition, all data output ¥i G KS Y2 RdzZ SQ& RIFGF 2
inhibited.

The following sections list theelftests performed by the modufe their expected error status, and erretate
recovery

2.9.1 PowerUp SeHTests

TheRUGGEDCOM R&®eviceperform the following selests at powerup:

1 Firmware integrity checwith an Error Detection Code (S12B6 hash

1 Known Answer Tests (KATS)

0 AESCBCencrypt KAT

AESCBGlecrypt KAT
AESGCM encrypt KAT
AESGCM decrypt KAT
AESCTRencrypt KAT
AESCTR decrypt KAT
SHA1, SHA224, SHA56, SHA384, SHA12 KAT
HMAC(with SHAL, SHA224, SHA56, SHA84, and SHA12)KAT
CounterDRBG KAT
RSA sigature generatioriverificationKAT
t NAYAGADS awné O2YLIzil GAz2y Y! ¢

O O0OO0OO0OO0OO0OO0OO0OO0oOOo

As tests pass, a successssage is written to the system log figyglog.txj.

2.9.2 Conditional Selfrests

Themodulesperform the following conditional setésts:
Continuous RN@&st for NDRNG

Continuous RN@&st for DRBG

RSA pirwise consistency test

Firmware load testising RSA signature verification
EM@Hpublic key assurance test

=A =4 =4 -8 -4
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2.9.3 Ciritical Functions Selfests

TheDRBG Instantiate, Generate, Resamttl Uninstantiate testédescribed inSection 11.3 of NISIP 80620A
are performed by the modulest startup or anyime the DRBG is instantiated

In addition, the modules perform a series of entropy tests against their ND&RB£Bify the correct operation of
the entropy collection mechanism during module operatiorhis test suite consists oie following tests
(performed at the frequency indicated):

Repetition Count Testl power-up, conditionally andon-demand)

Adaptive Proportion Test{ power-up andon-demand)

Arithmetic Mean Value Tes#t(power-up and on-demand)

Entropy Value Tesa{ power-up andon-demand)

G { dk-aizconstantT | A f dzN&nditiodatl awiherseegding or reseeding the DRBG

=A =4 =4 =8 =4

2.9.4 SeltTest Error Behavior andeBovery

If one of the powetup selftest fails, the module will enter a soft error state, and the following will occur:
1 An errormessage appears.
1 A failure message is written to the system log.
1 Analarm indicator LED (if equipped) will blink 5 times.
1 The device is automatically rebooted, clearing all keys and CSPs in SDRAM.

If the conditional firmware load test fails, the deviedl ignore the new image and continue operating with the
currently-loaded image.

If one of the other conditional setést fails, the module will enter a soft error state, and the following will occur:

1 A failure message is written to the system log.

1 An darm indicator LED (if equipped) will blink 5 times.

91 All open files are closed.

1 The database is closed.

1 The device is automatically rebooted, clearing all keys and CSPs in SDRAM.
Upon reboot, all poweup selftests will be executed. If the failed sédfst is not one of the poweup selftests,
the device will automatically perform the failed conditional gelt as well. Successful execution of the failed self
test will clear the soft error state, and the module will return to normal operation. Anosle#fitest failure will
trigger another reboot and recovery attempt.

The module will perform a maximum of 10 attempts at recovery. If no resolution is found after 10 attempts, the
modules will reboot into a critical error state, where all cryptographieragions are halted and none of the
Y2Rdzf S&Q RIGF 2dziLddzi aSNBAOS&a IINB | @FAftlotS F2NJ dz3
configuration.Upon reset, the following data is zeroized:

9 all configuration files

1 servercertificatesand SSHost key pairstored in flash

1 keysand CSPstored in SDRAM

However, i the module runs for an hour without experiencing an error or is peayaled, the failure counter is
reset to zero.
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To clear the critical error state, theypto Officer must accas the module via thkwcalConsole Interface. At this
point, the CO can only view system logs or run hardware tests in an attempt to determine the cause ofthe self
test failure.If the CO cannot determine the causethg critical error condition,they must contactSiemens
Customer Support to resolve thesueand return the module to a normal operational state.

2.10 Mitigation of Other Attacks

This section is not applicabl&@he modules do not claim to mitigate any attacks beyond the FIPR 140el2
requirements for this validation.

SiemenRUGGEDCOM Ethernet Switcaed RUGGEDCOM Serial Device Server
©2017Siemens Canada Ltd.
This document may be freely reproduced and distributed whole and intact including this copyright notice.
Page40 of 65



FIPSL40-2 NonProprietary Security Policyersion0.14 August 16, 2017

3.

Secure Operation

TheRUGGEDCOM RB%®evicemeet LeveP requirements for FIPS 140 The sections below describe how to
place and keep the moduwén the FIPSApproved mode of operation.

3.1

Initial Setup

The modules are delivered imaperational state, but require initialization steps to be placed ihe FIPS
Approved mode of operatianThe CO is responsible fanspection initialization, and securityelevant
configuration and management activities for each moddle configure the modules for theFIPSApproved
mode of operation, the CO must:

1.

Nogkwd

Inspectall physical security mechanism

Ensure insecure protocols are disabled

Replace the default passwords for@bleratortypes
Provision SSH public key(s)

Replace the default SSidst key pair

Provision an SSkervercertificate

Reboot the device

Detailed giidance for performinghese configurationtasks can be found in th8iemens RUGGEDCOM {ROS
v4.2.1.F User Guidend in this FIPS 14D Security Policylo initialize each module, follow the steps below to
complete the initial setup.

T

Inspect all physical security mechanisms The modules are delivered with all physical security
mechanisms prénstalled. The CO shall ensure that theumber of labels applied to each modukeas
follows:

M2100FRSG210B 10
M2200FRSG220E: 8
RS416: 6

MO969F 1

RS906: 5

RS900& 5

RS940& 5

RSG2488 8

O O0OO0OO0OO0OO0OO0OOo

The CO shall inspect the modules to ensure that the properber ofmechanismssin place andghow no signs
of tampering FigurellthroughFigurel8below show the label locations for each module
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9 Ensure insecure protocols are disabtedhe following insecure protocols are disabled by default:
o RADIUS

TACACS*

RSH’

Telnet

FTP!

ModBus management

Remote Syslog

SNMPv1, SNMPv2, and SNMPv3

O OO O0OO0OO0Oo

The RUGGEDCOM Discovery Protocol (RCDP) is not disabtfduityand must be disabled manually.
The CO shall disabled RCDP using the following steps:
1. Navigate toNetwork Discovery RuggedCom Discovery ProtocoConfigure RCDP Parameters
TheRCDP Parameteferm appeatrs.
2. SelectDisabledto disable RCDP.
3. ClickApply.

The CO shadinsurethat these protocols aré S {i disht#ted @hile operating in the FIPSpproved mode

1 Replace the default passwords for @tleratortypes¢ The modules allovior up to threeoperator types
to be configured locally on the devicEhe modules are delivered with default passwords-goefigured
for eachoperatortype. Prior to commissioning the modulesie CO shall replace the default passwords
using the following steps
1. Log on to the device d@ke CO.

48 RADIUS Remote Authentication Didh User Service
4 TACACSgTerminal Access Controller Acc&sntrol Syem Plus
50 RSH; Remote Shell
51ETR; File Transfer Protocol
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2. Navigate toAdministration » Configure Passwords'heConfigure Password®rm appears

3. C2NJ 6! dziK ¢eLJS¢é¢sx aSt SOl af20lf¢d

9YGSNI GKS dzZASNYIFYS FyR LI &aag2NR F2N (#& aDd
Section3.2.5 below for password complexity policies)

5. C2 NkadPrivateDath LJGA 2y é > aSt SOG a9yl of SRé ®

6. C2NJ atlaag2NR aAyAYdzy [ Sy3aidKeés SydSNI G6§KS @It
7. C2NJ dalE CFAfSR ! {idSYLIWG&asds SyGiSNI G§GKS @It dsS &
8
9
1

»

C2NJ a[2012dzi ¢AYSés SYdiSNI GKS @I tdzS dacn YAyéE
.C2NJ GCIFAEtSR !''GdSYLIia 2AyR26¢X SYiSNI GKS @I f dz
0. ClickApply.

91 Provision SSH public key¢shhe modules can perform public key user authentication to establish secure
remote sessions via SSH. SSH pagblic key entries are stored in a flash file cakbstipub.keydor FIPS
mode, the CO shall create a public key Fileally via a host computer and upload dlirectly to the
sshpub.keyfile, which will replace the content in flash with the uploaded temn. Alternatively, the CO
can upload the localigreated file to thesshaddpub.keygle, which will keep any existing entries in the
sshpub.keyfile and append the new entries.

The public key file shall be uploaded to theduleusing TP or Xmodeni o verify that the upload was
successful, the CO can log into the CLI and check the system log.

Note thatRUGGEDCOM RBE$1.2.1.Fallows up to 16 key entries to be stored.
1 Replace the default SSidstkeypair ¢ The modulesredelivered with a preconfigured SSHostkeypair

stored in a flash file callessh.keysThe CO shatkplace the default key pair by (1) creating a valid key
pair locally and uploading it to thesh.keydile or (2) generating a new key pair.

Togenerate a newsSH host kegyair using the following steps:
1. Log on to the devicéusing the Console Interfacaythe CO.
2. Presx<CTRL+Sp access th&€onsoleCLI shell.
3. AttheConsold [ L LINE YdshkaygeB rghif § NJgRKisSHe¢Bumber of bits in length (2048
or 3072).

1 Provision a SSliservercertificate ¢ The modulesuse public key cryptography tarovide secure Web
access via TL&or FIPS mode, the Cghall provision a CA certificate into the device trust store
(sslpub.certs Then, he CO shaltreate a unique SSL certificate and upload it to the modules. The SSL
certificate must be signed by either a trusted thdrty Certificate Authority (CA) or by arganization's
own CA.

After these changes are complete, the CO shall reboot the device so the changes will go into effect. Once rebooted,
the devices are properly configured for their Fl$proved mode of operation.

3.2  Crypto Officer Guidance

The Crypto Qicer is responsible for ensuring that the modules are operating in theirApp®ved mode of
operation When configured according to the Crypto Officer guidance in this Security Policy, the modules only run
in their FIPSApproved mode of operatian
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The Crypto Officer shall configure the modules via\ttieb GUlor Console Interfacas prescribed in this Security
Policy Please refer to the Security Recommendations section oSibenens RUGGEDCOM RQ@8.2.1.F User
Guidefor further details regardinghis and other securityelated guidance.

3.2.1 Monitoring Status

¢KS /' h &aKlkff o N
2 KSy O2y TA3IdzNB |
mode.

J f S T2 NJFR®@Edxiet Ndde&of operafidnii 2 NR

2YAAO0
NRAY3I (2 GKS / NE Lt FIRSRghroved NI a

O &5’
<

O« ¢
N T

S
R

¢KS Y2Rdz SQa 2LISNYIGA2YyFf adl (Tete? dbdve A GORJygRd il \BaRhe Wa&bG K [
Interface or Console Interface can view the operational status on the remote terminal window.

3.2.2 Physical Inspection

For the modules to operate in their FHRBproved mode of operation, thpre-installedtamper-evident labels
must be in place as specified in Sectbh Upon receipt, the CO shall inspect the module to entalvelshave
been properly installedPer FIPS 14P Implementation Guidance (IG) 14.4, the CO is also responsible for the
following:
9 Securing and having control at all times of any unusedgarevident labels
91 Direct control and observation of any changes to the module where the tarapigient labels are
removed or applied to ensure that the security of the module is maintained during such changes and that
the module is returned to its Approdestate

The CO is also required to periodically inspect the modules for evidence of tampering at intervals specified per
end-user policy. The CO must visually inspect the tangyient seals for tears, rips, dissolved adhesive, and
other signs of tampeng. If evidence of tampering is found during periodic inspection Genust zeroize the

keys and contackiemengCustomer Servicr guidance

3.2.3 OnDemandSelfTest Execution

Although powerup selftests are performed automatically during module power up, they can also be manually
launched on demandselftests can be executed by poweycling the modulesising the reset buttoifon devices

S0 equipped)or executing any of thdevice reboofreset commandslIf one of the poweiup selftests fails, the
devices wilexhibit the behaviodescribed in Sectio®.9.1 above

Additionally, thecryptographic algorithm setestscan be launchedirectly by performingthe following steps:
1. Log in to the device asCQvia theConsole Interface
2. Presx<CTRL+Sp access th&€onsoleCLI shell.
3. AttheConsold [ L LINE Yfadiosre &y (1 SNI &
4. 2 KSyYy LINE YLIIwR I | yVRE SOpESSMOrdl K S
5. AttheConsold [ L LINE Ydptase &y (1 SNI &

Eachcryptographicalgorithmselftest will be run in sequencd. all tests pas, the following message will appear:

ACryptographic algorithm self tests passedo
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3.2.4 CSRFeroization

To zeroize key€SPsn SDRAM, Crypto Officers and Users can perform the reset/reboot service by performing
the following steps:

1. Log on to the device vihe Web GUI.

2. Navigate tdDiagnostics» Reset DeviceTheReset Devicdorm appears

3. ClickConfirm

In order to zeroizall plaintext secret and privatkeyg CSPsn both flash and SDRANhe CO shall accesise
modulesusing the maintenance modeefer to Sectior?.4.3 abovdor more details)Enteringthedy' I A Yy G Sy I y OS
CLI commanalill automaticallyzeroizeall server certificats (ssl.cr), SSHost key pairs §sh.keyys and device
configuration ¢onfig.csy filesstored in flash Upon completion of the deletion process, the module will perform

an automatic reboot into maintenance mode, which will zeroize all keys and CSPs stSi2RAM.

Oncell K& I & y (i S ydmpridah@ &invoked, the effect is immediate andill not allow sufficient time to
compromise any stored plaintext CSPs

3.2.5 Upgrading/Downgrading Firmware

The CO shall be responsible fipgrading or downgrading K S Y 2fiRmiviré&as GecessaryheRUGGEDCOM
ROSF Devicesnly accept firmware that has been digitatligned bySiemensNote the following policies:
1 After the new firmware has been uploaded and passed the digital signature test, the CO shall reset the
device to complete the installation.
1 To verify the correct firmware version was installed, the CO shall acceSsiiseld [ L I y ®ersiS/ (i S NJ
at the ConsoleCLI prompt.
1 When downgrading, the CO shall not downgrade the-R@®@nware to a version prior t#.2.1.Fwhen
encryption is enabled.
1 Before downgrading, the CO shall restore the device to factory ttefau

ThemoduleQ 2 LISNI A2yt &0l (ddza A& TabjeRabadd AIC®Rbggedinivia thp Weéba |
Interface or Console Interface can view the operational status on the remote terminal window.

3.2.6 Password Complexity

Crypto Officers shall follow the password comfiepolicy below.

1 The password must be between 8 and 19 characters in length.

1 The password may contain any combination umaee and lowercaseletters, digits and special
charactersallowing for a total 084 possible characters.

1 A password must have:
0 Atleast one digit
0 At least one lowerase letter
0 At least one uppecase letter
0 At least one special character

1 The password st not include the username or any four continuous characters found in the username.
C2NJ SEIFYLX ST AF (KEK&AENHBYENRE Y6 £dz§yZ8G 0S¢ B & dzo Y !
2NJ aySlHupl RYA ypdt R Y2A0ySED SFINFR Géy{Sdiddo Hp F RYA Y € | NB LIS NY

1 The password mugtot have more than three continuously incrementing or decrementing numbers. For
SEFYLX S5 a{ dzomKo & NBY RISNYdeaimPByRiEc 0dzi G { dzdmMHonpé A

(e} V4
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3.3 User Guidance

2KAfS GKS /h A&a NBalLlRyaArAoftS T2N Syadz2NAy3d GKIFdheiKS Y
devices are running in their FHABproved mode of operationJses should also monitodevice status. Any
changes in the status of the devices should immediately be reported to the Crypto Officer

3.4  Additional Guidance and Usage Policies

The notesbelow provideadditional guidance and policies that must be followed by module operators
1 Useof insecure protocolg The following insecure ptocols are disabled by defauRADIUS, TACACS%
RSH, Telnet, FTP, ModBus management, Remote Syslog, SNMPv1, SNERVSNMPv3. To maintain
compliance with FIPS requirements, these protosbisll notbe erabled.

91 Line card replacemerng As noted earlier, th&RUGGEDCOM RB®Pevicesre modulary design. While
most device configurations affixed once they leave the factorshe RUGGEDCOM RSGHB®ernet
Switchcomes equipped with line cards that are fiel@placeable Operators in the field can order the
desired line card(s) directly from Siemens Customer Support using the appropriate part numbers.

Because these line cards play arole indinA Yy Ay 3 (1 KS Y2 Rdzh& @ré setuked ia A O f
place using tampeevident labels. Thus, replacing a line card necessitates the replacement of any tamper
evident label affixed to the line card as w&llhen an operator orders a line card, ithide delivered with

the number of tampetevident labels required for proper installatioModule operators must follow the
guidance below to ensure continued compliance with FIPS requirements

1. Zeroize all keys and CSPs on the module.

2. Remove power fromite module.

3. Remove the line carth be replaced.

4. Remove any remaining bits of tiew-broken tamperevident label from the module chassis.

5. Install the replacement line card in the open slot.

6. Using isopropyl alcoholjean the chassis surface in the area whthe replacementtamper-
evident label will be placed.

7. Affix the replacementtamper-evident label to the chassis (refer figure 18 abovefor label

locatiors). Allow 24 hours for the seal to fully cure.
8. Apply power to the module.

For more detailed line card removal and installation instructions, please refer toSikenens
RUGEDCOM RSG2488ardware Installation Guide

52RADIUS Remote Authentication Didh User Service
53 TACACSgTerminal Access Controller Acc&€3sntrol System Plus
54 RSH; Remote Shell
55 ETR; File Transfer Protocol
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3.5 NonFIP&Approved Mode

When configured according to the Crypto Officer guidance in this Security Policy, the modules do not support a
non-FIPSApproved mode of operation.

SiemenRUGGEDCOM Ethernet Switcaed RUGGEDCOM Serial Device Server
©2017Siemens Canada Ltd.
This document may be freely reproduced and distributed whole and intact including this copyright notice.
Page52 of 65



FIPSL40-2 NonProprietary Security Policyersion0.14

4.

Acronyms

Tablel3 provides definitions for the acronyms used in this document.

Table13 ¢ Acronyms
Acronym ‘ Definition

AES ‘ Advanced Encryption System

°C ‘ Celsius

CA ‘ CertificateAuthority

‘ Cryptographic Algorithm Validation Program

‘ Cipher Block Chaining

‘ Cryptographic Key Generation

‘ Command Line Interface

‘ Cryptographic Module Validation Program

‘ Crypto Officer

‘ Class of Service

‘ Communications Security Establishment

‘ Critical Security Parameter

‘ Counter

‘ Component Validation List

‘ Dynamic Host Control Protocol

‘ Domain Name System

‘ Deterministic Random Bit Generator

| Elliptic Curve

‘ Electronic Code Book

| Elliptic Curve Diffi¢teliman

EEPROM ‘ Electrically Erasable Programmable R€dy Memory

‘ Electromagnetic Compatibility

‘ Electromagnetic Interference

‘ Gigabit Interface Converter

‘ Galois Counter Method

‘ Graphical User Interface

‘ (keyed) Hash Message Authentication Code

HTTPS ‘ Hypertext Transfer Protocol Secure
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Acronym ‘ Definition

‘ Institute of Electrical and Electronics Engineers

‘ Internet Protocol

‘ Ingress Protection Rating 66

‘ Ingress ProtectioRating 67

‘ Inter-Range Instrumentation Group

‘ Known Answer Test

‘ Lucent Connector

‘ Light Emitting Diode

‘ Media Access Control

MIL-STD ‘ Military Standard

NDRNG ‘ Non-Deterministic Random Number Generator

NIST ‘ National Institute of Standards and Technology

NTP ‘ Network Time Protocol

oS ‘ Operating System

PCle ‘ Peripheral Component InterconneEkpress

PKCS ‘ Public Key Cryptography Standard

PSS ‘ Probabilistic Signature Scheme

RADIUS ‘ Remote Authentication Didh User Service

RCDP ‘ RUGGEDCOM Discovery Protocol

ROS ‘ Rugged Operating System

RSA ‘ Rivest, Shamir, Adleman

RSH ‘ Remote Shell

SC ‘ SubscribeConnector

SDRAM ‘ Synchronous Dynamic Random Access Memory

SFP ‘ Small FornFactor Pluggable

SHA ‘ Secure Hash Algorithm

SHS ‘ Secure Hash Standard

SMI ‘ Serial Management Interface

SNMP ‘ Simple Network Management Protocol

SP ‘ Special Publication
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Acronym '

SSH ‘ SecureShell

Definition

SSL ‘ Secure Sockets Layer

STP ‘ Spanning Tree Protocol

TACACS+ ‘ Terminal Access Controller Acc&sntrol System Plus

TLS ‘ Transport Layer Security

u ‘ Unit

VLAN ‘ Virtual Local Area Network
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5. Appendix A
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This sectiorists the specificconfigurations for each devidhat were not tested as part of this validatioThe
following sections specify theon-security relevant line card componerdaadthe configurationof each device

Note that these componentgxcept the faceplatesare extuded from FIPS 14D requirements.

5.1 RSG2100F

Tablel4belowlistsw{ DH mn n C exclRidRdizinf®)@ations

Table14 ¢ RSG2100F Excludésbnfigurations

Component Configuration

Component Description

A04, B04, C04, D04, G04, HO04, J04, K| 2 x 100FXMultimode, 1300nm, SC

AO05, B05, C05, D05, GO5, HO5, JO5, K| 2 x 100FXMultimode, 1300nm, LC

A06, B06, C06, D06, GO6, H06, J06, K| 2 Xx100FX% Multimode, 1300nm, MTRJ

A07, BO7, C07, D07, GO7, HO7, J07, K| 2 x 100FXSinglemode, 1310nm, ST, 20km

A08, B08, C08, D08, G08, H08, J08, K| 2 x 100FX Singlemode, 1310nm, SC, 20km

A09, B09, C09, D09, G09, H09, J09, K| 2 x 100FX Singlemode, 1310nm, LC, 20km

A10, B10, C10, D10, G10, H10, J10, K| 2 x 100FXSinglemode, 1310nm, SC, 50km

Al1, B11, C11, D11, G11, H11, J11, K| 2 x 100FX Singlemode, 1310nm, LC, 50km

Al12, B12, C12, D12, G12, H12, J12, K| 2 x 100FX Singlemode, 310nm, SC, 90km
EO02 2 x 1000SXMultimode, 850nm, LC, 500m
EO3 2 x 1000LXSinglemode, 1310nm, SC connectors, 10km
EO04 2 x 1000LXSinglemode, 1310nm, LC connectors, 10km
EO5 2 x 1000LXSinglemode, 1310nm, SC connectors, 25km
EO6 2 x 1000LXSinglemode, 1310nm, LC connectors, 25km
EO7 2 x 1000LX SFBlank
EO08 2 x 1000SX SFP, Multimode, 850nm, LC, 500m
E09 2 x 1000LX SFP, Singlemode, 1310nm, LC, 10km
E10 2 x 1000LX SFP, Singlemode, 1310nm, LC, 25km
El11 2 x 1000LX SFP, Singlemode, 155Qr@y,70km
E12 2 x1000LX GBIC
E13 2 x 1000LX GBIC, Singlemode, 1310nm, SC, 10km
E14 2 x 1000LX GBIC, Singlemode, 1310nm, SC, 25km
E15 2 x 1000LX GBIC, Singlemode, 1550nm, SC, 70km
E16 2 x 10/100/1000TX micrD
E17 2 x1000TX, SFP, RJ45
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Component Configuration Component Description
FO1 1 x10/100/1000Tx RJ45
F03 1 x 1000LXSinglemode, 1300 nm, SC connectors, 10km
Fo4 1 x 1000LXSinglemode, 1300 nm, LC connectors, 10km
FO5 1 x 1000LXSinglemode, 1300 nm, SC connectors, 25km
Fo6 1 x 1000LXSinglemode, 1300 nm, LC connectors, 25km
FO7 1 x 1000LX SFBlank
FO8 1 x 1000LX SFRultimode, 850nm, LC, 500m
F09 1 x 1000LX SFBinglemode, 1310nm, LC,10km
F10 1 x 1000LX SFBinglemode, 1310nm, LC, 25km
F11 1 x 1000LX SFBinglemode, 1550nm, LC, 70km
F12 1 x 1000LX GBi®lank
F13 1 x 1000LX GB¥GSinglemode, 1310nm, SC, 10km
F14 1 x 1000LX GB¥GSinglemode, 1310nm, SC, 25km
F15 1 x 1000LX GB¥GSinglemode, 1550nm, SC, 70km
F16 1 x 10/100/1000TX mickD

5.2 MZ2100F

Tablel56 St 26 fA&d0G4 awmnnC az2RdzZ SQ&d SEOf dZRSR O2y FAIdzNT i

Table1l5¢ M2100F Excluded Configurations

Component Configuration Component Description

A01, BO1, CO1, DOGO1, HO1, JO1, KO1| 2 x 10/100Tx Micr®

A04, BO4, C04, D04, G04, HO4, J04, K| 2 x 100FXMultimode, 1310nm, LC

A06, BO6, C06, D06, G06, H06, J06, K| 2 x 100FX Singlemode, 1310nm, LC, 20km

A07, BO7, CO7, D07, GO7, HO7, JO7, K| 2 x 100FXSinglemode, 1310nm, LC, 50km

A08, B08, C08, D08, G08, H08, J08, K| 2 x 100FXSinglemode, 1310nm, LC, 90km

EO2 2 x 1000SXMultimode, 850nm, LC, 500m

EO3 2 x 1000LXSinglemode, 1310nm, LC connectors, 10km
EO4 2 x 1000LXSinglemode, 1310nm, ldBnnectors, 25km
FO1 1 x 10/100/1000Tx, Micr®

F02 1 x 1000SXMultimode, 850nm, LC, 500m

FO3 1 x 1000LXSinglemode, 1310nm, LC connectors, 10km
FO4 1 x 1000LXSinglemode, 1310nm, LC connectors, 25km
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RSG2200F

5.3

Tablel60 St 2¢ f Aada

w{DHHANC a2RdzxZ $Qa&a SEOf dzZRSR O2y T A 3dz\.

Table16 ¢ RSG2200F Excluded Configurations

Component Configuration

A03, BO3, C03, D03

Component Description

2 x 1000LX Singlemode, 1310nm, SC connectors, 10 km

A04, B04, C04, D04

2 x 1000LX39nglemode, 1310nm, LC connectors, 10 km

A05, B0O5, C05, D05

2 x 1000LXSinglemode, 1310nm, SC connectors, 25 km

A07, BO7, C0O7, DO7

2 x 1000LX SFBlank

A09, BO9CO9, D09

2 x 1000LX SFBinglemode, 1310nm, LC, 10km

A10, B10, C10, D10

2 x 1000LX SFBinglemode, 1310nm, LC, 25km

Al1, B11, C11, D11

2 x 1000LX SFBinglemode, 1550nm, LC, 70km(2)

Al2, B12, C12, D12

2 x 1000LX GBlBlank,

A13, B13, C13, D13

2 x1000LX GBtGinglemode, 1310nm, SC, 10km

Al4, B14, C14, D14

2 x 1000LX GB#Ginglemode, 1310nm, SC, 25km

A15, B15, C15, D15

2 x 1000LX GB#Ginglemode, 1550nm, SC, 70km(2)

A16, B16, C16, D16

2 x 100FX Multimode, 1300nm, ST

Al7,B17, C17, D17

2 x 100FX Multimode, 1300nm, SC

Al18, B18, C18, D18

2 X 100FX Multimode, 1300nm, LC

A19, B19, C19, D19

2 x 100FX Multimode, 1300nm, MTRJ

A20, B20, C20, D20

2 x 100FX Singlemode, 1310nm, ST, 20km

A21, B21, C21, D21

2 x 100FX Singlemode, 1310nmCS 20km

A22, B22, C22, D22

2 x 100FX Singlemode, 1310nm, LC, 20km

A23, B23, C23, D23

2 x 100FX Singlemode, 1310nm, SC, 50km

A24, B24, C24, D24

2 x 100FXSinglemode, 1310nm, LC, 50km

A25, B25, C25, D25

2 x 100FX Singlemode, 1310nm, SC, 90km

A26, B26, C26, D26

2 x 100FXSinglemode, 1310nm, LC, 90km

A27,B27, C27, D27

2 x1000TX, SFP, RJ45

EO1 1 x 10/100/1000 Tx RJ45

EO02 1 x 1000SXMultimode, 850nm, LC, 500m

EO3 1 x 1000LXSinglemode, 1310nm, SC connectors, 10km
EO04 1 x 1000LXSinglemode, 1310nm, LC connectors, 10km
EO5 1 x 1000LXSinglemode, 1310nm, SC connectors, 25km
E06 1 x 1000LXSinglemode, 1310nm, LC connectors, 25km
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Component Configuration Component Description
EO7 1 x 1000LX SFBlank
EO8 1 x 1000SX SHHAultimode, 850nm, LC, 500m
E09 1 x 1000LX SF8inglemode, 1310nm, LC, 10km
E10 1 x 1000LX SF8inglemode, 1310nm, LC, 25km
Ell 1 x 1000LX SF8inglemode, 1550nm, LC, 70km
E13 1 x 1000LX GBi®lank
El4 1 x 1000LX GBi#Singlemode, 1310nm, SC, 10km
E15 1 x 1000LX GB#Singlemode, 1310nm, SEZhkm
E16 1 x 1000LX GBI#Singlemode, 1550nm, SC, 70km
E17 1 x 100FX Multimode, 1300nm, ST
E18 1 x 100FX Multimode, 1300nm, SC
E19 1 x 100FX Multimode, 1300nm, LC
E21 1 x 100FX Singlemode, 1310nm, ST, 20km
E22 1 x 100FX Singlemode, 1310nngC, 20km
E23 1 x 100FX Singlemode, 1310nm, LC, 20km
E24 1 x 100FX Singlemode, 1310nm, SC, 50km
E25 1 x 100FX Singlemode, 1310nm, LC, 50km
E26 1 x 100FX Singlemode, 1310nm, SC, 90km
E27 1 x 100FX Singlemode, 1310nm, LC, 90km

5.4 M2200F

Tablel7belowlistsM2n n C a2 Rdzf SQ& SEOf dzZRSR O2y FAIdzNF A2y & o

Table1l7 ¢ M2200F Excluded Configurations

Component Configuration Component Desription
A03, B03, C03, D03 2 x 1000LXSinglemode, 1310nm, LC connectors, 10km
EO1 1 x 10/100/1000Tx, Mick®
EO2 1 x 1000SXMultimode, 850nm, LC, 500m
EO3 1 x 1000LXSinglemode, 1310nm, LC connectors, 10km
EO04 1 x 1000LXSinglemode, 1310nnh,C connectors, 25km
EO05 1 x 10/100/1000Tx, Micr®, with special short jackscrews
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5.5

RSG2488F
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Tablel86 St 29 tA&d0G& w{DHnyyC a2Rdz $Q&a SEOf dZRSR O2y TA 3dzN\.

Table18 ¢ RSG2488F Excluded Configurations

Component Configuration

Component Description

A02, BO2, C02, DOE02, FO2

4 x 10/100/1000Tx FastConnect

A03, B03, C03, D03, E03, FO3

4 x 10/100/1000Tx M12-8oded

A06, BO6, C06, D06, E06, FO6

4 x 1000LXSinglemode, 1310nm, SC, 10km

A07, BO7, C07, DO7, EO7, FO7

4 x 1000LXSinglemode, 1310nm, LC , 10km

A08, B08C08, D08, E08, FO8

4 x Blank SFP

A10, B10, C10, D10, E10, F10

4 x 1000LX SFBinglemode, 1310nm, LC, 10km

Al1, B11, C11, D11, E11, F11

4 x 1000LX SFBinglemode, 1300nm, LC, 25km

Al12, B12, C12, D12, E12, F12

4 x 1000LX SFBinglemode, 1550nm, LA)km

A13, B13, C13, D13, E13, F13

4 x 100FX Multimode, 1300nm, ST, 2 km

Al4, B14, C14, D14, E14, F14

4 x 100FX Multimode, 1300nm, SC, 2km

A15, B15, C15, D15, E15, F15

4 x 100FXSinglemode, 1310nm, ST, 20km

Al6, B16, C16, D16, E16, F16

4 x 100FX Singlemode, 1310nm, SC, 20km

Al7,B17, C17, D17, E17, F17

4 x 100FX Singlemode, 1310nm, LC, 20km

A18, B18, C18, D18, E18, F18

4 x 100FX Singlemode, 1310nm, SC, 50km

A19, B19, C19, D19, E19, F19

4 x 100FX Multimode, 1300nm, LC, 2km

A20, B20, C20, D2820, F20

4 x 100FX Singlemode, 1310nm, LC, 50km

A21, B21, C21, D21, E21, F21

4 x 100FX Singlemode, 1310nm, SC, 90km

A22, B22, C22, D22, E22, F22

4 x 100FX Singlemode, 1310nm, LC, 90km

A23, B23, C23, D23, E23, F23

4 x 1000LX Singlemode, 1310nm, Z8Bm

G62, H62 2 x 10/100/1000Tx FastConnect

G63, H63 2 x 10/100/1000Tx M12-8oded

G65, H65 2 x Blank SFP

G67, H67 2 x 1000SX SFRIultimode, 850nm, LC, 500m
G68, H68 2 x 1000LX SFBinglemode, 1310nm, LC, 10km
G69, H69 2 x 1000LX SFBinglemode, 1310nm, LC, 25km
G70, H70 2 x 1000LX SFBinglemode, 1310nm, LC, 70km
G71, H71 2 X 100FX SFRultimode, 1310nm, LC 2km
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5.6 M969F

Tablel96 St 26 tA&d0G4& adcdC az2Rdzf SQ& SEOf dZRSR O2y FAIdzNI G A

Table19 ¢ M969F Excluded Configurations

Component Configuration Component Description
AO1 1x100FX Multimode, L&bnnectors 1300nmno ports
A02 1x1000SX Multi Mode, LC connectors 850nmports
AO03 1x100FX Single Mode, LC connectors 2aiorports
AO4 2x100FX Multimode, LC connectors 1300nm
AO05 1x100FX Singlemode, LC connectors 98iarports
AO6 1x100F>Singlemode LC connectors 50kmo ports
A07 1x1000LX Singlemode, LC connectors 1@iarports
AO8 1x1000LX Singlemode, LC connectors 25iaports
Al10 2x100FX Singlemode, LC connectors 90km
All 2x100FX Singlemode, LC connectors 20km
Al12 2x100PF>Singlemode, LC connectors 50km
Al13 2x1000LX Singlemode, LC connectors 10km
Al4 2x1000LX Singlemode, LC connectors 25km

5.7 RS900F

Table200 St 26 fAadGa w{dnnC az2RdzZ $Q&8 SEOf dRSR O2yTFAIdNI &

Table20 ¢ RS900F Excluded Configurations

Component Configuration Component Description
AO1 2 x 10/100TX,
A02 1 x 100FX Multimode, 1300nm, MTRJ connector, and 1x no port
AO03 2 X 100FX Multimode, 1300nm, MTRJ connector
A04 1 x 100FXMultimode, 1300nm, SC connector, and 1x no port
AO05 2 X 100FX Multimode, 1300nm, SC connector
1 x 100FXMultimode, 130nm, SC connector, and 1 x 100B¥glemode,
AO6 Standard 20km
AO07 1 x 100FXMultimode, 1300nm, ST connector, and 1x no port
AO08 2 X 100FX Multimode, 1300nm, ST connector
1 x 100FXMultimode, 1300nm, ST connector, and 1 x 100EKiglemode,
Al10 Standard 20km
All 1 x 100FXMultimode, 1300nm, LC connector, and 1x no port
Al2 2 x 100FXMultimode, 1300nm, LC connector
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Component Configuration Component Description

1 x 100FXMultimode, 1300nm, LC connector, and 1 x 1006Xglemode,

Al13 Standard 20km
1 x 100FX Singlemode, 1310nn§T connector, Standard 20km, and 1x no
Al4 port
A15 2 x 100FX Singlemode,1310nm, ST connector, Standard 20km
1 x 100FX Singlemode, 1310nm, LC connector, Standard 20km, and 1x r
Al6 port
Al17 2 x 100FX Singlemode, 1310nm, LC connector, Standard 20km
1 x 100FX Singlemode, 1310nm, LC connector, Standard 20km, and
Al8 Intermediate Reach 50km
1 x 100FX Singlemode, 1310nm, LC connector, Standard 20km, and Lon
Al19 Reach 90km
1 x 100FX Singlemode, 1310nm, LC connector, Intermediate Reach 50kr
A20 and 1x no port
A21 2 x 100FX Singlemode, 1310nm, LC connector, Intermediate Reach 50kr
1 x 100FX Singlemode, 1310nm, LC connector, Long Reach 90km, and 1
A22 port
A23 2 x 100FX Singlemode, 1310nm, LC connector, Long Reach 90km
1 x 100FX Singlemode, 1310nm, SC connector, Standard 20km, and 1x t
A24 port
A25 2 x 100FX Singlemode, 1310nm, SC connector, Standard 20km
1 x 100FX Singlemode, 1310nm, SC connector, Standard 20km, and
A26 Intermediate Reach 50km
1 x 100FXSinglemode, 131fim, SC connector, Standard 20km, and Long
A27 Reach 90km
1 x 100FXSinglemode, 1310nm, SC connector, Intermediate Reach 50kt
A28 and 1x no port
A29 2 x 100FX Singlemode, 1310nm, SC connector, Intermediate Reach 50kt
1 x 100FX Singlemode, 1310nn§C connector, Intermediate Reach 50km,
A30 and Long Reach 90km
1 x 100FX Singlemode, 1310nm, SC connector, Long Reach 90km, and !
A31 port
A32 2 x 100FX Singlemode, 1310nm, SC connector, Long Reach 90km
BO1 1 x 10/100TX
B02 1 x 100FX Multimode, 1300nm, MTRJ connector
B04 1 x 100FX Multimode, 1300nm, ST connector
B0O5 1 x 100FX Multimode, 1300nm, LC connector
B0O6 1 x 100FXSinglemode, 1310nm, ST connector, Standard 20km
BO7 1 x 100FX Singlemode, 1310nm, LC connector, Standard 20km
BO8 1 x 100FX Singlemode, 1310nm, LC connector, Intermediate Reach 50kr
B09 1 x 100FX Singlemode, 1310nm, LC connector, Long Reach 90km
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Component Configuration Component Description
B10 1 x 100FXSinglemode, 1310nm, SC connector, Standard 20km
B11 1 x 100FXSinglemode, 1310nm, SC connectoretntediate Reach 50km
B12 1 x 100FXSinglemode, 1310nm, SC connector, Long Reach 90km

5.8 RS900GF

Table216 St 26 tA&a0G& w{ dpnnDC a2z2RdzxZ $§Qa SEOf dzZRSR O2y TA 3dzN

Table21 ¢ RS900GF Excluded Configurations

Component Configuration Component Description
A0l Dual 1000X SFP
A02 Dual 1000SX Multimode, LC 850nm, 500m
AO3 Dual 1000LX Singlemode, LC 1310nm, 10km
AO5 Dual 1000LX Singlemode, SC 1310nm, 10km
AO6 Dual 1000LX Singlemode, SC 1310nm, 25km
5.9 RS416F

Table226 St 26 fAad0G& w{nmcC a2z2RdzZ $SQ& SEOf dzRSR O2y TAIdzNI (i

Table22 ¢ RS416F Excluded Configurations

Component Configuration Component Description

A01, BO1, C01, D01, 4 xRS232/RS422/RS485, via DB9

A02, BO2, C02, D02 4 x RS232/RS422/RS485, via RJ45
EO02, FO2 2 x 10FkL Multimode, 850nm, ST
EO03, FO3 2 x 100FXMultimode, 1300nm, ST
EO04, FO4 2 x 100FX Multimode, 1300nm, SC
EO5, FO5 2 x 100FX Multimode, 1300nm, LC
E06, FO6 2 x 100FXMultimode, 1300nm, MTRJ
EO7, FO7 2 x 100FX Singlemode, 1300nm, ST, 20km
EO08, FO8 2 x 100FX Singlemode, 1300nm, SC, 20km
E09, FO9 2 x 100FX Singlemode, 1300nm, LC, 20km
E10, F10 2 x 100FX Singlemode, 1300nm, SC, 50km
E11F11 2 x 100FX Singlemode, 1300nm, LC, 50km
E12, F12 2 x 100FX Singlemode, 1300nm, SC, 90km
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Component Configuration Component Description

E13, F13 2 x 100FX Singlemode, 1300nm, LC, 90km

5.10 RS940GF

Table236 St 29 tAad0G& w{ dpnnDC a2z2RdzxZ $Qa SEOf dzZRSR O2y TA 3dzN

Table23 ¢ RS940GF Excluded Configurations

Component Configuration Component Description
A01 Dual 10/100/1000TRJ45
A02 Dual 1000X SFP, (Mi@BIC). Order SFP Optics Separately
AO4 Dual 1000LX Singlemode, LC 1310nm, 10km
AO5 Dual 1000LX Singlemode, LC 1310nm, 25km
AO6 Dual 1000LX Singlemode, SC 1310nm, 10km
AQ7 Dual 1000LX Singlemode, SC 1310nm, 25km
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